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Lab 15: Advanced Monitoring and Reporting

Introduction

log forwarding

log export

To have a complete view of network traffic and threats in your environment, you decide
to centralize all logs on a Panorama server. Logs generated by the existing security
polices and the system log must be forwarded to Panorama and an external syslog
server. To reduce the amount of information in the logs, you decide that only threat
logs of severity level High or Critical must be forwarded.

Additionally, the traffic log must be uploaded to an FTP server nightly to provide an
additional backup of traffic data for historical reference.

You will also generate a PDF summary report to get a general idea of activity on your
firewall.
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Objective
In this lab, you will be utilizing Palo Alto technology to perform the following tasks:

1. Configure log-forwarding
2. Configure a service route to forward the logs
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Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto
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1

4/19/2016

Initial Firewall Configuration

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Y

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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Management section.

paloalto

NETWORKS

B High Availability
B Config Audit
E@ Password Profiles

3 Administrators

€2 Admin Roles

8 puthentication Profile
ﬁ Authentication Sequence
User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates

& Certificate Profile

& OCSP Responder

& S5UTLS Service Profile

7.

4/19/2016
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on
Load named configuration snapshot underneath the Configuration

Dashboard

| Management [MeEHBLEN Services
Configuration Management Device Operatic

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot

Save candidate configuration

Monitor

Policies

Load ILc-al: named configuration snapshot I

Load configuration version

Export Export named configuration snapshot

Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

Objects

MNeatwork

In the Load Named Configuration window, select Basic-App-Config from the
Name drop-down box. Click OK.

Load Mamed Configuration

Name |Basic-App-Config

Decryption Key

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup

[ statistics Ser

When prompted with the config loaded message, click on the Close button to

continue.

Click on the Commit link located at the top-right of the WebUI.

& [E save O Search
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10. In the Commit window, click Commit to proceed with committing the changes.

Lab 15: Advanced Monitoring and Reporting

Commit

Dwoing a commit will owerwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

11. Once the operation successfully completes, click Close to continue.
Commit
Operation Commit

Result OK

Details Caonfiguration committed successfully

12. Leave the WebUI opened to continue with the next task.
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2 Prepare Service Route to Forward Syslog

1. Using the WebUI, navigate to Device > Setup > Services.

paloalto

METWORKS

Dashboard Monitor Policies Objects Network Device

' @E‘nﬂtp ‘ Management | Operations 000 Content-ID

—
High Awvailability

2. Click on the Service Route Configuration link, in the Services Features pane.

DMNS  Servers

Primary DMN3Z Server B8.8.8.8

Secondary DMS Server 8.8.4.4

Update Server updates.paloattonetworks.com

Verify Update Server |dentity
Prowy Server
Primary NTP Server Address
Secondary NTP Server Address

F@J Service Route Configuration I

3. Inthe Service Route Configuration window, select the Customize radio button.

Service Route Configuration

() Use Management Interface for all !Custuﬁze

4. In the Service Route Configuration window, scroll down the service list and click
on Syslog to open the Service Route Source configuration window.

RADIUS Use default Use default
SNMP Trap Use default Use default
Use default Use default
TACACS+ Use default Use default
UID Agent Use default Use default
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5. Inthe Service Route Source window, use the information from the table below to
make the appropriate configurations.

Lab 15: Advanced Monitoring and Reporting

Field Data/Selection
Source Interface Select ethernet1/2
Source Address Select 192.168.10.1/24

Service Route Source

Service syslog 4

Source Interface || ethernet1/2 -
Source Address | 192.168.10.1/24 hd

6. Click OK to save changes.

7. Inthe Service Route Configuration window, verify that Syslog is checked and click
OK.

8. Leave the WebUI opened to continue with the next task.
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3

w

Configure a Security Policy for Log Forwarding

Using the WebUI, navigate to Device > Server Profiles > Syslog.

paloalto

HETWORKS Dashboard ACC Monitor Policies Objects Network Device

[§9 Response Pages —«k|
Log Settings
v @ Server Profiles
(3 SNMP Trap Name Location Mame Syslog Server | Transport Port Forn

[5) Syslog | |
A — -

Click on Add, located near the bottom of the window, to create a syslog server
profile.

(=) Dekete [ Clone

admin | Logout

In the Syslog Server Profile window, enter student-Syslog into the Name field.
In the Syslog Server Profile window, click on Add followed by typing sysloglin
the Name column and 192.168.10.10 in the Syslog Server column.

Syslog Server Profile ®

Narnelstudent-Sysbg I
=
Mame |5ys|ug5erveu |Tmmpcrt |Pu't |chu |Fa:iy |
rsyshm " 192 168.10.10 uDP 514 BSD LOG_USER |
[+ Add [|[=] Delete
Enter th e IP address or FQDN of the Syslog serv

o ] o )

5. Click OK to save the configurations.
6. Verify that Student-Syslog appears in the list.
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7. Using the WebUI, navigate to Objects > Log Forwarding.

paloalto

Dashboard Monitor Policies

¥ | B Custom Objects _.L|
Drata Patterns
@ Spyware |:|| Name Location Log Type Severity To
Vulnerability
g URL Category

w [ security Profies

Antivirus
@ Anti-Spyware
Vulnerability Protection
[ URL Fitering !
File Blocking
[, WildFire Analysis
(& Diata Fitering
I:i DaS Protection

@ Security Profile Groups

[Z} Log Forwarding |

£5 Decryption Profile

8. Click on Add, located near the bottom of the window, to create a log forwarding
profile.

()Delete () Clone

9. Inthe Log Forwarding Profile window, use the information from the table below
to make the appropriate configurations.

Field Data/Selection
Name Enter Student-Log-Fwd
Traffic Settings In the Syslog column, select Student-
Syslog
Threat Settings Select Student-Syslog in the Syslog
column for all Severity levels
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Informational
Low

Medium
High

Benign O None None None
Grayware ™ None None None
Malicious O None None None

10. Click OK to save changes.
11. Verify that the Student-Log-Fwd appears in the list.
12. Using the WebUI, navigate to Policies > Security.

paloalto

NETWORKS Dashhboard Monitor I F’Ull_.it.i.qleus

S AT

13. Scroll to the right within the list and click on the icon in the Options column for
the Basic-Allowed-Apps security policy.

£5]

23]

25]

£5]

£5]

=2

2]

any any & Allow none
any any & Allow none none
any any ® Deny none none
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14. In the Options window, select Student-Log-Fwd in the Log Forwarding drop-

Lab 15: Advanced Monitoring and Reporting

down menu.
Log Setting
|:| Log at Session Start
[ Log at Session End
Log Forwarding § Student-Log-Fwd -
Other Settings
Schedule | None v
QoS Marking | None hd
D Disable Server Response Inspection

Lo coce

15. Click OK to save changes.
16. Leave the WebUI opened to continue with the next task.
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4 Configure System Log Forwarding

1. Using the WebUI, navigate to Device > Log Settings.

paloalto

NETWORKS

Dashboard Maonitor

Policies Objects Network | Device

& 55UTLS Service Profie
£ e Page Panorama
SNMP Trap

]

2. Inthe System panel, click on informational underneath the Severity column.

Severity Panorama SNMP Trap Email Profile Syslog Profile

I informational

low

miedium
high

critical

3. Inthe Log Settings — System window, select Student-Syslog from the Syslog
drop-down menu.

Log Settings - System

|:| Panorama
SMNMP Trap | Mone

Email | None

Syslog || Student-Syslog
T mo opisons are show e, Youl Wil mesed 1D Create "Sihaned SHMMP Trap, Em
Syslog objects.

On the M-100 appliance, use to forwarnd SYSIEMm gs agQregaled from the

collectors and the kcal Panorama kogs. To forward Sysiem

4. Click OK to save changes.
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5. In the System panel, click on low underneath the Severity column.

Severity Panorama SMMP Trap Email Profile Syslog Profile

informational

Lab 15: Advanced Monitoring and Reporting

low

medium
high

critical

6. Inthe Log Settings — System window, select Student-Syslog from the Syslog
drop-down menu.

Log Settings - System @

|:| Panocrama

SNMP Trap Mone A
Email Mone -
Syslog

7. Click OK to save changes.
8. Click on the Commit link located at the top-right of the WebUI.

& B save Q Search

9. Inthe Commit window, click Commit to proceed with committing the changes.

Commit

Droing a commit will overwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

10. Once the operation successfully completes, click Close to continue.
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5

Test the Remote Logging

1. While on the Desktop 1 VM, open a new terminal by clicking on the LXTerminal
icon, located in the bottom tool panel.

Kl BEeEEC ™

2. Using the terminal, type the command below followed by pressing the Enter key.

ssh sysadmin@192.168.10.10

w

When prompted for a password, enter Trainlngs.
4. Once in the server, enter the command below and analyze the logs.

tail -f /var/log/192.168.10.1/syslog.log

gu 7144, 5YSTEM, ras,®,2015/11/09 13:02:04, ,rasmgr-config-pl-success,,0,8,general,inf
IGR daemon configuration load pha succeeded. p,0x0,0,0,0,0,,PA-VM
9 13:82:04 PA-VM 1,2015/11/09 13: UZ 04,00700 (STEM g p15/11/09 13:02:04,,sslmgr-config-pl-success,,®,0,general,
i ¢ i ,0,0,0,0,,PA-VM
y H 3 td,@,z@lS!ll!@g 13:02:04, ,satd-config-pl-success,,®,0,general,info
rmational, ATD daemon confluur ion load pha ,0,0,0,0,,PA-VM
Nov 9 13:02:10 PA-VM 1,2015/11/09 13:02:10,0070000071
formational,Route dapmon configuration load phase-2 succ . . ,0,0,0,0,,PA-VM
9 13:02:10 PA-VM 1,2015/11/09 13:02: : 0007144 ,SYSTEM,vpn,0,2015/11/89 13:02:10, ,ike-config-p2-success,,0,0,general,inform,
0x0,0,0,0,0,,PA-VM
td,®,2015/11/89 13:02:10, ,satd-config-p2-success,,0,®,general,info
.,1785,0x0,0,0,0,0, ,PA-VM
SYSTEH,sslmur 8,2015/11/09 13: 02 10,,sslmgr-config-p2-success,,®,0,general,

informational, SSLMGR daemon confmura‘rmn load ph
Nov 9 13:02:10 PA-VM 1,2015/11/69 13:02:10,007
ormational,RASMGR daemon configuration load pha
% 9 13:02:12,0¢ ) 2 a9 t t
red release e r : 10.208.20.254, ,0x0,0,8,08,0,,PA-VM
12 PA VM 1, 2015#11_* 9 13:02:12, :J:J?:a:a:a:a:a?lu SYSTEM, ral,1,2015/11/09 13:82:12, ,general,,0,8,general,informational, Co

If you do not see the /var/log/192.168.10.1 directory, wait for an additional 2-3
minutes for the system to update.

5. Open a new tab in the Firefox browser and then navigate to www.yahoo.com.
Once the page loads, go back to the terminal window. You should see the syslog
file updating on the screen.

6. Close the Desktop 1 PC viewer to end the lab.
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