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Lab 14: Quality of Service

Introduction

Streaming Video
Limit 100K

The network-monitoring group reports a high number of sessions using video streaming
applications, which is impacting overall network throughput. You have been instructed
to allow, but throttle, video streams from the site ustream.tv. You must not completely
block the traffic and there should be as minimal impact to other traffic as possible.
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Lab 14: Quality of Service

Objective
In this lab, you will be utilizing Palo Alto technology to perform the following tasks:

1. Configure QoS
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Lab 14: Quality of Service
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Lab 14: Quality of Service

Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto
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Lab 14: Quality of Service

1

4/19/2016

Initial Firewall Configuration

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Y

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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Lab 14: Quality of Service

Management section.

paloalto

NETWORKS

B High Availability
B Config Audit
E@ Password Profiles

3 Administrators

€2 Admin Roles

8 puthentication Profile
ﬁ Authentication Sequence
User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates

& Certificate Profile

& OCSP Responder

& S5UTLS Service Profile

7.

4/19/2016

% Response Pages

M
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on
Load named configuration snapshot underneath the Configuration

Dashboard

| Management [MeEHBLEN Services
Configuration Management Device Operatic

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot

Save candidate configuration

Monitor

Policies

Load ILc-al: named configuration snapshot I

Load configuration version

Export Export named configuration snapshot

Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

Objects

MNeatwork

In the Load Named Configuration window, select Basic-App-Config from the
Name drop-down box. Click OK.

Load Mamed Configuration

Name |Basic-App-Config

Decryption Key

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup

[ statistics Ser

When prompted with the config loaded message, click on the Close button to

continue.

Click on the Commit link located at the top-right of the WebUI.

& [E save O Search
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10. In the Commit window, click Commit to proceed with committing the changes.

Lab 14: Quality of Service

Commit

Droing a commit will overwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

11. Once the operation successfully completes, click Close to continue.

Commit

Operation Commit
Result QK

Details Configuration committed successfully

12. Leave the WebUI opened to continue with the next task.
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2 Enable and Verify Applications

AINDG

1. Using the WebUI, navigate to Policies > Security.

paloalto

HETWORHKS

B8 Security

S NAT

Monitar

2. Click on the Basic-Allowed-Apps link, underneath the Name column.

Mame |T£gs

=

1 E-a:.ic-ﬁ.llc-wec-ﬁ.p;:-:-I none

2 | MGMT-PORT-OUT none
3 | intrazone-defauld none

4 | interzone-defaul& none

R Trust-L3

R Mgmt-L3
any

any

3. Inthe Security Policy Rule window, click on the Application tab and use the
information from the table below to make the appropriate configurations.

Field

Data/Selection

Applications

Click Add and select the following
applications to be added to the list:

ustream
rtmp
http-video
google-analytics

4/19/2016
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Lab 14: Quality of Service

Security Policy Rule

| General | Source | User | Destination Application Service/URL Category | Actions

L] any
E‘ Applications a

= ety

] ssl
D . web-browsing

] " g ustream

[l i rtmp

] i http-video

0 i google-analytics
Add (=] Delete

4. Click OK to save changes.
5. Click on the Commit link located at the top-right of the WebUI.

& [E save G Search

6. Inthe Commit window, click Commit to proceed with committing the changes.

Commit

Dwoing a commit will overwrite the running configuration. Do you want to
continue?

Advanced

7. Once the operation successfully completes, click Close to continue.
8. Open the Chrome browser by clicking on its respective icon in the bottom panel.

9. Inthe new browser, enter http://www.ustream. tv/explore/all into the
address field. Press Enter.

10. Once on the ustream web page, click on any video to verify that the video can be
viewed on the web browser.

11. After playing at least one video, close the Chrome web browser.

12. Return to the Firefox browser to continue with the next task.
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Lab 14: Quality of Service

3 Define a QoS Profile

1. Using the WebUI, navigate to Network > Network Profiles > QoS Profile.

aloalto
'” p METWORKS Dashboard Manitor Policies Objects

¥ W5 \oI0DEIHTOTECT Guaranteed Egress

Q} Portals MName (Mbps) Maximum Egress
'& Gateways defautt
& vom

& Qos classl

&uop class2

v Network Profiles

& GlobalProtect IPSec Crypt class3
H IKE Gateways classd
& IPSec Crypto "

& IKE Crypto classs
'ﬁ Monitor classB
=¥ Interface Mgmt s

@Zone Protection
I A QoS Profile | classB

-
Bl 11 NE Prafils

2. Click on Add, located near the bottom of the window, to create a new profile.

3. Inthe QoS Profile window, enter student-QoS-Profile into the Profile Name
field.

QoS Profile

Profile

Profile Narnel Student-QoS-Profile |

Egress Max 0

Egress Guaranteed 0

4. Inthe QoS Profile window, click Add.
a. Select class 1 in the Class column.
b. Select real-time in the Priority column.
c. Enter1inthe Egress Max column.
5. Inthe QoS Profile window, click Add.
a. Select class 4 in the Class column.
b. Select high in the Priority column.
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6. Inthe QoS Profile window, click Add.
a. Select class 8 in the Class column.
b. Select low in the Priority column.
c. Enter 0.1in the Egress Max column.

QoS Profile

Profile
Profile Name | Student-Qo3-Profile
Egress Max 0

Egress Guaranteed |0

Classes

AINDG

|:||Chss Priority

[ class1 " real-time
[ class4 " high

F L4
[0 classs low

7. Click OK to save changes.

8. Verify that the Student-QoS-Profile appears in the list.
9. Leave the WebUI opened to continue with the next task.

4/19/2016
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Lab 14: Quality of Service

4 Define a QoS Policy

1. Using the WebUI, navigate to Policies > QoS.

pal

oalto

HETWORKS Dashboard Monitor

B8 Security 'Q|

S NAT

4. QoS
|58 Prnlicw Rrced Enruardine Name Tags Zone Add

2. Click on Add, located near the bottom of the window, to create a new policy.

()Delete ] Clon

admin | Logout

3. Inthe QoS Policy Rule window, click on the General tab and enter Student-Qos-
Policy in the Name field.

QoS Policy Rule

m Source Dutination Appllﬂtbn serviurum.category DSCPI‘I’DS l:ltherSetlings

Narnel Student-Qo3-Pelicy

Description
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4. Inthe QoS Policy Rule window, click on the Source tab and click on the Add

button, in the Source Zone pane, followed by selecting Trust-L3.

QoS Policy Rule

[ ] Any

[]| Source Zone a
I 'fﬁ] Trust-L3

5. Inthe QoS Policy Rule window, click on the Destination tab and click on the Add

button, in the Destination Zone pane, followed by selecting Untrust-L3.

QoS Policy Rule

| General | Source Destination Application | Service/URL Category | DSCPTeS | Other Settings
st |~¥ 2 Aoy

EI Destination Zone a E| Destination Address a
L4
) Untrust-1L3

4/19/2016
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6. Inthe QoS Policy Rule window, click on the Application tab and use the
information from the table below to make the appropriate configurations.

Lab 14: Quality of Service

Field Data/Selection
Applications Click Add and select the following
applications:

ustream
rtmp
http-video

QoS Policy Rule

| General | Source | Destination Application Service/URL Categery | DSCP/TeS | Other Settings

| any

E| Applications a
[l " ustream
[ " rtmp

E i http-video

7. Inthe QoS Policy Rule window, click on the Other Settings tab and select 8 from
the Class drop-down menu.

QoS5 Policy Rule

Geneli Suume | Destination Apphthn Seruinefl.lFILCategurr | DSCPToS Other Settings

Class | 8

Schedule | None

8. Click OK to save the configurations.
9. Leave the WebUI opened to continue with the next task.
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Lab 14: Quality of Service

5

1.

2.

3.

Assign the QoS Profile to an Interface

Using the WebUI, navigate to Network > QoS.

aloalto —
"ﬂ' p NETWORKS Dashboard Monitor Policies Network

= DNS Proxy Name Guaranteed Egress (Mbps)

v @& GlobalProtect
Qa Portals
E Gateways

q MDM
& QoS |

== oy

Click on Add, located near the bottom of the window, to create a QoS definition.

In the QoS Interface window, click on the Physical Interface tab and use the
information from the table below to make the appropriate configurations.

Field Data/Selection
Interface Name Select ethernet1/2
Clear Text Select Student-QoS-Profile

QoS Interface

VES TR0 Clear Text Traffic | Tunneled Traffic

Interface Name Ietherneﬂ.-'E
Egress Max (Mbps) 0

Turn on QoS feature on this interface

Default Profile

Clear Tf-.fxtl Student-QoS-Profile

Tunne Interface Mone

4. Click OK to save the configurations.
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5. Click on the Commit link located at the top-right of the WebUI.

[Eo]e @ aso

6. Inthe Commit window, click Commit to proceed with committing the changes.

Lab 14: Quality of Service

Commit

Doing a commit will overwrite the running configuration. Do you want to
continue?

Advanced

7. Once the operation successfully completes, click Close to continue.
8. Leave the Firefox web browser opened to continue with the next task.
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Lab 14: Quality of Service

6 Test the QoS Policy

1. Open a new Chrome web browser.

KON

2. Inthe new browser, enter http://www.ustream. tv/explore/all into the

address field.

Play a video by clicking on any video stream to generate traffic.
Open a new tab in Chrome.

After a few seconds of playing a video, close the first tab.

ounkWw

pressing the Enter key.

In the new tab, enter https://192.168.10.1 in the address bar followed by

7. If prompted with a “Your connection is not private” message, select Advanced
followed by clicking on the Proceed to 192.168.10.1 (unsafe) link.

8. On the login prompt, login to the firewall as admin and password paloalto.

9. Select Network > QoS.

paloalto

NETWORKS Dashboard ACC Monitor Policies

4 Zones @@ ethernet /2
5% VLANS
Ba Virtual Wires
%9 Virtual Routers E Clear Text Traffic
.@ IPSec Tunnels
& DHCP
%:5 DME Proxy
7 @ GlobalProtect
& Portals
& Gateways
@i Dy
8 QoS
LLDP

@@ Tunneled Traffic

10. Click Statistics next to <Egress Interface>.

Name ‘Guaranteed Egress (Mbps) Maximum Egress (Mbps)
{z=a) ethernetl/2
.L&Turreleu Traffic

E8 Clear Text Traffic
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11. In the QoS Statistics window, select ethernet1/2 from the left pane to review
application traffic through this interface. Normally the bandwidth is shaped to
stay below the 100 Kbps (.1 Mbps) you set in the profile.

Lab 14: Quality of Service

These results may vary depending upon your environment.

QoS Statistics G @ EIE
Guarantsed Waimum Rurtine Bandwidth | Applications | Source Users | Destination Users
Mame Egress Egress Bandwvicth
(Mbps) (hibp=) (Mbps) || ethernetiiz El regular-traffic m tunnel-traffic
=) ethernet1)2 |¥] bypass-traffic
= A reqular-traffic 011
@ Cddefaulk-group  0.001 1000 0.1 014
=] tuninel-traffic
= I bypass-traffic 000 1000 0
Hclass 1 0001 1000 o kil
Edass 2 0.001 1000 0
Hdlass 3 0.001 1000 0 2 o1
a
Edass 4 0.001 1000 0 g
= m
Hldasss 0.001 1000 0 0,08
Eldass e 0.001 1000 ] 5
= class 7 0,001 1000 i :
¥ o.06
Sdass & 0.001 1000 il =
=
o
o
mo0.04
0.0z
a
14:57:41 14:58:04 14:58:27 14:58:50 14159113
Tirne
Jricte: B andwsidth lirnits showen inchude hardware adjustrent Factor,

12. Close the QoS Statistics window.
13. Close Chrome to end the video sessions.
14. Close the Desktop 1 PC viewer.
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