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Lab 12: Custom Vulnerability Signatures

Introduction

Your security team has identified a set of threats unique to your environment that
require custom signatures. These threats are an immediate concern and cannot wait for
the standard update cycle from Palo Alto Networks.

Threat 1: A PDF with malicious code has been downloaded by several users,
infecting their systems. A sample of the file has been uploaded to
http://www.panedufiles.com/files/17717.pdf for testing purposes. An excerpt of
the specific code contained in the PDF will be made available to you by the
security team.

Threat 2: An XML-RPC exploit exists which allows remote attackers to execute
PHP code via XML files. The details of this known exploit (detailed in CVE-2005-
1921) will be provided to you. The Fiddler2 utility will be provided for you to
generate traffic to test this signature.

Threat 3: The security team has been asked to watch for IP addresses which
generate HTTP 400 (e.g., file not found errors) or 500 (e.g., internal server error)
errors repeatedly over a short period of time. Custom signatures exist for HTTP
400 and 500 errors that you can reuse for your checks.

You must check for these issues on traffic between the trusted zone and the Internet.

For testing purposes only, create a rule that allows traffic from the trusted zone to the
untrusted zone for all applications. Assign the profiles created for this lab to that rule

and ensure that all traffic will use the testing rule.

Lab Notes

4/19/2016

The regular expression match engine in PAN-OS requires a minimum of 7 bytes
for a string match.
Remove the custom signatures from the firewall upon completion of this lab.
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Objective
In this lab, you will be utilizing Palo Alto technology to perform the following tasks:

1. Configure a custom vulnerability signature
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Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto
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1

4/19/2016

Initial Firewall Configuration

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Y

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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Management section.

paloalto

NETWORKS

B High Availability
B Config Audit
E@ Password Profiles

3 Administrators

€2 Admin Roles

8 puthentication Profile
ﬁ Authentication Sequence
User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates

& Certificate Profile

& OCSP Responder

& S5UTLS Service Profile

7.
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% Response Pages

M
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on
Load named configuration snapshot underneath the Configuration

Dashboard

| Management [MeEHBLEN Services
Configuration Management Device Operatic

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot

Save candidate configuration

Monitor

Policies

Load ILc-al: named configuration snapshot I

Load configuration version

Export Export named configuration snapshot

Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

Objects

MNeatwork

In the Load Named Configuration window, select Basic-App-Config from the
Name drop-down box. Click OK.

Load Mamed Configuration

Name |Basic-App-Config

Decryption Key

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup

[ statistics Ser

When prompted with the config loaded message, click on the Close button to

continue.

Click on the Commit link located at the top-right of the WebUI.

& [E save O Search

Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com

Page 8



AINDG

10. In the Commit window, click Commit to proceed with committing the changes.

Lab 12: Custom Vulnerability Signatures

Commit

Droing a commit will overwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

11. Once the operation successfully completes, click Close to continue.

Commit

Operation Commit
Result QK

Details Configuration committed successfully

12. Leave the Firefox web browser opened to continue with the next task.

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com Page 9



AINDG

Lab 12: Custom Vulnerability Signatures

2

w
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Create a Custom Vulnerability Signature (Threat 1)

Using Firefox, open a new tab.

In the new tab, enter http://www.panedufiles.com/files/17717.pd£f and
press the Enter key. Download the PDF file to the Downloads directory, but do
not open it.

Close the second tab and navigate back to the first tab.

Using the WebUI, navigate to the Objects > Custom Objects > Vulnerability.
paloa!

METWORKS Dashboard Monitor Policies

B HiP Profiles 4
E Dynamic Block Lists
v [ Custom Objects [ Name Threat ID Location Severity Directior
Data Patterns
Spyware
l+# Vulnerability |
I — -

Click Add, located near the bottom of the window, to create a new vulnerability
signature.

[#) add (=] Delete &5 In

In the Custom Vulnerability Signature window, click the Configuration tab and
use the information from the table below to make the appropriate
configurations.

Field Data/Selection
Thread ID Enter 42000
Name Enter PDF-Exploit
Severity Select high
Direction Select server2client
Default Action Select Reset Both
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Custom Vulnerability Signature

oo [

General

Threat ID |42|}m

Name | PDF-Expioit

ALD00 - 45000

Comment

Properties

Severity | high

- I Direc:tinnl server2client

Default Actinnl Reset Both

- I Affected System | client

References

Bugtrag E

Reference E

7. Inthe Custom Vulnerability Signature window, click the Signatures tab and click

the Add button.
8. Inthe Standard window, enter AndroidPDF into the Standard text field and click

Add And Condition.

Starl:lardIAndroidPDF I

Comment

Scope (8 Transaction

() Session

Ordered Condition Match

["]| And Condition Conditions

4/19/2016
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9. Inthe New And Condition — Or Condition window, use the information from the
table below to make the appropriate configurations.

Lab 12: Custom Vulnerability Signatures

Field Data/Selection
Operator Select Pattern Match
Context Select file-pdf-body
Pattern Enter \x0A 73 74 72 65 61 6D 0D 0A\x

New And Condition - Or Condition

DOperator | Pattern Match
Context || file-pdf-body

Pattern | 'w0A 73 74 72 65 61 6D 0D 0Mx

[ ] Negate

4|
[ Quaier

[Fadd [=) Delete

10. Click OK to save changes.

11. In the Standard window, verify that the new add and condition appears in the list
and click OK.

12. In the Custom Vulnerability Signature window, verify that PDFExploit appears in
the list and click OK.

13. Leave the WebUI opened to continue with the next task.
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3 Test a Custom Vulnerability Signature (Threat 1)

1. Using the WebUI, navigate to Policies > Security.

paloalto

METWORKS Dashboard Monitor

B8 Security “!ﬁl

8 NAT I Y R

2. Click on the Basic-Allowed-Apps link underneath the Name column.

Mame | Tags | Type | Zone
1 JBasic-Allowed-Apps I none universal ) Tn
2 | MGMT-PORT-OUT none universal ) Mc
3 | intrazone-defavutdy none intrazone any
4 | interzone-defautay none interzone any

3. Inthe Security Policy Rule window, click on the Actions tab change the Profile
Type to Profiles and select default for Vulnerability Protection.

Security Policy Rule

Action Setting Log Setting
Action | Allow - [ ] Log at Session Start
Send ICMP Unreachable Log at Session End
Profile Setting Log Forwarding | None b4
Profile Typel Profiles b I Other Settings
Antivirus | None w Schedule | None v
Vulnerability Prcnectbnldefault b I QoS Marking | Mone v
Anti-Spyware | Mone v |:| Disable Server Response Inspection
URL Filtering | Mone v
File Blocking  Mone -
Data Fittering | Mone -
WildFire Analysis  MNone hd
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4. Click OK to save changes.

5. Click on the Commit link located at the top-right of the WebUI.

[Eo]e @ aso

6. In the Commit window, click Commit to proceed with committing the changes.

Commit

Doing a commit will overwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

7. Once the operation successfully completes, click Close to continue.

8. Using the Firefox web browser, open a new tab.

9. Enter http://www.panedufiles.com/files/17717.pdf into the address field
and press the Enter key.

&

@ www.panedufiles.com/files/17717.pdF v C HC\ Search | Ww B

@ The connection was reset

The connection to the server was reset while the page was loading.
* Thesite could be temporarily unavailable or too busy. Try again in a few
moments.

+ IFyou are unable to load any pages, check your computer's network
connection.

« IFyour computer or network is protected by a firewall or proxy, make
sure that Firefox is permitted to access the Web.

Try Again

Notice that the firewall resets the connection and now prevents the PDF file
from being downloaded.

10. Close the second tab and navigate back to the first tab.

11. Using the WebUI, navigate to Monitor > Logs > Threat to review the log entry for
the PDF-Exploit.

12. Close the Desktop 1 PC viewer.
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