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Lab 7: File Blocking and WildFire

Introduction

Security Policy + © Jo U Tz

Profiles

Now that traffic is passing through the firewall, you decide to further protect the
environment with some more security profiles. The additional security requirements for
general Internet traffic are:

e Configure downloaded pdf files to be automatically blocked.

e Test file blocking by trying to download a pdf file.

e Configure WildFire and confirm that executable files are sent to WildFire for
analysis.
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Lab 7: File Blocking and WildFire

Objective

In this lab, you will be utilizing Palo Alto technology to perform the following tasks:
1. Configure security profiles for file blocking and WildFire analysis

2. Add these security profiles to the security profile groups associated with the
security rule
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Lab 7: File Blocking and WildFire
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Lab 7: File Blocking and WildFire

Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com Page 6




Lab 7: File
1
1.
2.
3.
4.
5.
4/19/2016

AINDG

Blocking and WildFire

Configure the Initial Settings

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on

Load named configuration snapshot underneath the Configuration
Management section.

7. Inthe Load Named Configuration window, select Basic-App-Config from the

paloalto

NETWORKS

B High Availability
B Config Audit
E@ Password Profiles

3 Administrators

€2 Admin Roles

8 puthentication Profile
ﬁ Authentication Sequence
User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates

& Certificate Profile

& OCSP Responder

& S5UTLS Service Profile

% Response Pages

M

Dashboard

| Management [MeEHBLEN Services
Configuration Management Device Operatio

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration

Monitor

Load ILc-al: named configuration snapshot I

Load configuration version
Export Export named configuration snapshot

Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

Name drop-down box. Click OK.

4/19/2016

Load Mamed Configuration

Name | Basic-App-Config

Decryption Key

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup

[ statistics Ser

When prompted with the config loaded message, click on the Close button to

continue.

Click on the Commit link located at the top-right of the WebUI.

& [E save O Search

S (@ Hep
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10. In the Commit window, click Commit to proceed with committing the changes.

Lab 7: File Blocking and WildFire

Commit

Dwoing a commit will owerwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

11. Once the operation successfully completes, click Close to continue.

Commit

Operation Commit
Result oK

Details Configuration committed successfully

12. Leave the WebUI opened to continue with the next task.
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Lab 7: File Blocking and WildFire

2 Create a File Blocking Profile

1. Using the WebUI, navigate to Objects > Security Profiles > File Blocking.

paloalto

HETWORKS Dashboard Monitor Policies

| LY Namic SIocK LISIS _.k|

v EE; Custom Objects
Data Patterns
Spyware
(o8 vulnerabiity
B URL Category
7 [ Security Profiles
Antivirus
Anti-Spyware
E' Vulnerability Protection
LRL Filtering
|[2) File Blocking |

T5L WildF Ire Anansis

2. Click on Add, located near the bottom of the window, to create a file blocking
profile.

E] Delete [ ] Clone

3. Inthe File Blocking Profile window, use the information from the table below to
fill out the form fields.

Field Data/Selection

Name Enter student-file-blocking

Click Add and create a rule with these
parameters:

Rule Name: Enter BlockPDF
Applications: any

File Types: pdf

Direction: both

Action: block

Rules list
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Lab 7: File Blocking and WildFire

Namel student-file-blocking I
Description
B = oo
| Name | Applications File Types Direction Action
BlockPDF any pf both block
i
[F)add (=] Delete

o I o ]

4. Click OK to save changes.
5. Leave the WebUI opened to continue with the next task.
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Lab 7: File Blocking and WildFire
3 Create a WildFire Analysis Profile
1. Using the WebUI, navigate to Objects > Security Profiles > WildFire Analysis.
paloalto
HETWORKS Dashboard Manitor Policies
'IQHII" Flrunmes _’g|
E Dwnamic Block Lists
w [ B Custom Objects D| Name Location Rule Name Applications I
Data Patterns |:| default Predefined default any H
Spyware
(o8 vulnerabiity
BURL Category
% [ Security Profiles
Ant'n.'irus
Anti-Spyware
E'Vulnerabilit}' Protection W
(B URL Fittering
File Blocking
[58, WildFire Analysis |
-JE Data Filtering
2. Click on Add, located near the bottom of the window, to create a new anti-
spyware profile.
E] Delete (] Clone
3. Inthe WildFire Analysis Profile window, use the information from the table
below to fill out the form fields.
Field Data/Selection
Name Enter student-wildfire
Click Add and create a rule with these
parameters:
¢ Rule Name: Enter AnalyzeEXE
Rules list e Applications: any
e File Types: pe
e Direction: both
e Analysis: public-cloud
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Lab 7: File Blocking and WildFire

WildFire Analysis Profile ®

Namel student-wildfire I
Description
0 Lien |
(]| Name | Appiications File Types Direction  Analysis |
" AnalyzeEXE any " e both public-cloud |
Add (=] Delete

o I coca

4. Click OK to save the rule.
5. Leave the WebUI opened to continue with the next task.
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4 Assign the File Blocking and WildFire Profiles to the Profile Group

Lab 7: File Blocking and WildFire

1. Using the WebUI, navigate to Objects > Security Profile Groups.

palog-!;-lgng Dashboard

Monitor Policies

A HIE FTUNRSS _&l
El Dynamic Block Lists
V@Custnm Ohbjects - . Vulnera... | 1
Dt Patterns [] MName Location Anti-Spy Protection | |
Profile I
Spyware

(¥ vuinerabity
B URL Category
¥ (& Security Profiles
Antivirus
Anti-Spyware
E' Vulnerahility Protection i
[ URL Fittering
File Blocking
(R, WildFire Analysis
(& Data Filtering
I:! DoS Protection
LI? Security Profile Groups I
[ Loo Forwarding

2. Click on Add, located near the bottom of the window, to define a security profile
group.

E] Delete [ ] Clone

admin | Logout

3. In the Security Profile Group window, use the information from the table below
to fill out the form fields.

Field Data/Selection
Name Enter student-profile-group
File Blocking Profile Select student-file-blocking
WildFire Analysis Profile Select student-wildfire
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Lab 7: File Blocking and WildFire

Security Profile Group

Namel student-profile-group I

Antivirus Profile | Mone

Anti-Spyware Profile | None
Vulnerability Protection Profile  None

URL Filtering Profile Mone

File Blocking F"rﬂﬁlE:I student-file-blocking

Data Fittering Profile | Mone

WildFire Analysis Profile | student-wildfire

4. Click OK to save changes.
5. Navigate to Policies > Security.

pal

oalto

NETWORKS Dashboard Monitor

E= Security I “5|

NAT | Y I

6. Click on the Basic-Allowed-Apps link in the list of policy names.

Mame | Tags | Type | Zone
1 JBasic-Allowed-Apps none universal [ Trust-L3
2 | MGMT-PORT-OUT none universal EE) Momt-L3
3 | intrazone-defaulsy none intrazone ATy
4 | interzone-defaulis None interzone Arvy

7. In the Security Policy Rule window, edit the policy by clicking on the Actions tab.
8. Select Group from the Profile Type drop-down menu.
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9. Then, select student-profile-group from the Group Profile drop-down menu.

Lab 7: File Blocking and WildFire

Security Policy Rule

Action Setting

Action | Allow [] Log at Session Start

Send ICMP Unreachable Log at Session End

Log Forwarding | None

Profile Setting Other Settings

Prafile Type | Group Schedule None

Group Profile | student-profile-group QoS Marking | None

|:| Disable Server Response Inspection

10. Click OK to save changes.
11. Click on the Commiit link, located near the top-right of the WebUI.

& B save Q Search

12. In the Commit window, click the Commit button.

Commit

Dwoing & commit will overwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

13. Once the commit process successfully completes, click the Close button to
continue.
14. Leave the Firefox application opened to continue with the next task.
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Lab 7: File Blocking and WildFire
5 Test the File Blocking Profile
1. Using the Firefox application, open a new tab.
Type http://www.panedufiles.cominto the address field and press Enter.

3. Click on the Panorama_AdminGuide70.pdf file link located near the top of the
webpage.

'

aloalto
p ’&.,E*&,%

NETWORKS

the enterprise security company™

N

201 PAN Firewall Essentials I (7.0) Files

File-Blocking and WildFire Lab

I Panorama_AdminGuide70.pdf I

4. Notice the file transfer was blocked.

File Transfer Blocked

Transfer of the file you were trying to download or upload has been blocked in accordance with
company policy. Please contact your system administrator if you believe this is in error.

File name: Panorama_AdminGuide70.pdf

5. Close the second tab.

Navigate back to the first tab with the WebU!I.

7. Using the WebUI, navigate to Monitor > Logs > Data Filtering to view the log
entries.

8. Identify the log entry for the PDF file that has been blocked.

o

Receive Time File Mame Name From Zone | To Zone

o} 03/24 10:37:31 | Panorama_Adm... | Adobe Portable Document Format (PDF) Untrust-L3 | Trust-L3

9. Leave the Firefox web browser opened to continue with the next task.
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Lab 7: File Blocking and WildFire

6

4/19/2016

o

Test the WildFire Analysis Profile

Using the Firefox application, open a new tab.
Type http://wildfire.paloaltonetworks.com/publicapi/test/pe into the
address field and press Enter.

This site generates an attack file with a unique signature, which simulates a zero-
day attack.

When prompted, click the Save File button.

23] Opening wildfire-test-pe-file.exe -0 x

You have chosen to open:

E| wildFfire-test-pe-file.exe

whichis: DOS/Windows executable (54.0 KB)
from: http://wildfire.paloaltonetworks.com

Would you like to save this File?

¥ Cancel o Save File

Save the file in the Downloads directory and click Save.

Close the second tab.

To verify the file was uploaded to the Public WildFire Cloud, open a terminal
window by clicking on the LXTerminal icon located on the bottom tool pane.

ol w8 e =

In the terminal window, type the command below followed by pressing the Enter
key.

ssh admin@192.168.10.1

When prompted for a password, enter paloalto. Press Enter.
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9. Once logged in via SSH, enter the debug command below to view the output
showing “log: 0, filename: wildfire-test-pe-file-exe processed...”. This verifies the
file was uploaded to the WildFire Public Cloud.

Lab 7: File Blocking and WildFire

debug wildfire upload-log show

Upload Log disk log rotation size: 2.808 MB.
Public Cloud upload logs:

log: 8, filename: wildfire-test-pe-file.exe

processed 60 seconds ago, action: upload success

vsys id: 1, session id: 1182, transaction id: 1

file len: 55296, flag: 0x88lc, file type: pe

threat id: 52020, user id: ©, app id: 169

from 192.168.10.58/56369 to 52.20.176.145/80

SHA256: 7dfd57fc5cB882d71e02e31c968a3c39d16b3T898T3a3c16cd998821528b307T9
Private Cloud upload logs:

admin@PA-VM> ]

10. Change focus back to the Firefox web browser and navigate to Monitor > Logs >
WildFire Submissions.

®2 paloalto

NORKS [ Dashboard I ACC

¥ =] Logs ¥
E% Traffic
E’a Threat Receive Time Filename
i@ URL Filtering
‘.*u'iIcFirE Submissions I ‘
= :

11. Locate the entry for wildfire-test-pe-file.exe that has been submitted to WildFire
and notice the file has been identified as malicious underneath its respective
Verdict column.

If the wildfire-test-pe-file.exe does not automatically appear in the list, wait a

couple of minutes for it to populate. The manual refresh button may be used if
necessary.

12. Click on the magnifying glass icon next to the wildfire-test-pe-file.exe entry to
see a detailed log view.

Receive Time Filename
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Lab 7: File Blocking and WildFire

13. In the Detailed Log View window, make sure to view the Log Info tab and review
the information within the General, Details, and Destination panels.

14. In the Detailed Log View window, click on the Wildfire Analysis Report tab and
review the information provided. Click on the Close button when finished.

Detailed Log View

. WildFire Analysis Report
WildFire Analysis Summary T Downioad POF
File Type PE
File Signer null
SHA-256 7dfd57ic-3cB82d7 1e02e31c968a3c39d16b31890f3adc 16cdI9BE2 328030719
SHA1 1DAOC3FDEF7EDF 1 ADG30BF6D96B66B74360B8696A
MD5 B826DE6220AB3B4ETS5F EEBEFB3TEB2
File Size 55296 bytes
First Seen Timestamp 2016-03-24 17:39:08 UTC
Verdict malware
PCAP | Receive Time a Type Application Action Rule | Bytes | Severity Category URL/FileM_..
2016/03/24 10:45:18 wildfire web-browsing alert Eﬁ.:\ I?ed a medium mialicious wildfire-tes...
2016/03/24 10:40:20 end web-browsing allow Basic- 64188 any
Allowed-A...

15. Close the Desktop 1 PC viewer.
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