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Lab 6: Anti-Virus & Anti-Spyware Profiles
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Lab 6: Anti-Virus & Anti-Spyware Profiles

Introduction

Now that traffic is passing through the firewall, you decide to further protect the
environment with security profiles. The specific security requirements for general
Internet traffic are:

e Log, but do not block, all viruses detected and maintain packet captures of these
events for analysis.

e Log spyware of severity levels medium, critical and high. Ignore all other
spyware.

e After all of these profiles are configured, assign them to a security profile group,
and assign the profile group to the security policy rule.

e Then, send test traffic to verify that the protection behaves as expected. Test
the antivirus profile by downloading a file over http from eicar.org. After the
initial testing is complete, you will be asked to change the antivirus protection to
block viruses. Make the changes and verify the difference in behavior.

Lab Notes
Test the antivirus profile using http and not https because decryption has not been

configured on the firewall yet. Https connections will prevent the firewall from seeing
the packet contents so the viruses contained will not be detected by the profile.
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Lab 6: Anti-Virus & Anti-Spyware Profiles

Objective

In this lab, you will be utilizing Palo Alto technology to perform the following tasks:
1. Configure security profiles

2. Create a security profile group
3. Associate the security profile group to security policy rule
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Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto
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Lab 6: Anti-Virus & Anti-Spyware Profiles

1

4/19/2016

Initial Setup

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on
Load named configuration snapshot underneath the Configuration

Management section.

paloalto

NETWORKS

B High Availability
B Config Audit
E@ Password Profiles

3 Administrators

€2 Admin Roles

8 puthentication Profile
ﬁ Authentication Sequence
User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates

& Certificate Profile

& OCSP Responder

& S5UTLS Service Profile

% Response Pages

M

Dashboard

| Management [MeEHBLEN Services
Configuration Management Device Operatio

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration

Monitor

Load ILc-al: named configuration snapshot I

Load configuration version
Export Export named configuration snapshot

Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

Objects Metwark

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup

[ statistics Ser

7. Inthe Load Named Configuration window, select Basic-App-Config from the
Name drop-down box. Click OK.

4/19/2016

Load Mamed Configuration

Name | Basic-App-Config

Decryption Key

When prompted with the config loaded message, click on the Close button to

continue.

Click on the Commit link located at the top-right of the WebUI.

& [E save O Search

S (@ Hep
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10. In the Commit window, click Commit to proceed with committing the changes.

Lab 6: Anti-Virus & Anti-Spyware Profiles

Commit

Dwoing a commit will owerwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

11. Once the operation successfully completes, click Close to continue.
Commit
Operation Commit

Result OK

Details Caonfiguration committed successfully

12. Leave the WebUI opened to continue with the next task.
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2 Configure an Antivirus Profile

1. Using the WebUI, navigate to Objects > Security Profiles > Anti-Virus.

paloalto

NETWORKS Dashboard Maonitor

Applications
Application Groups
[ Application Fiters
ﬁ Services
Iﬁ Service Groups
% Tags default Predefined http def

v @& GlobalProtect smtp def

M P objects — =
&, HIP Profiles pop3 -
@] Dynamic Block Lists = o
v E-E; Custom Objects
X smb def.
Data Patterns
Spyware
(¥ vuinerabity
|3 URL Category
v Security Profiles
Antivirus |
(¥ Anti-Sovware

2. Click on Add, located near the bottom of the window, to create a new antivirus
profile.

Add J(=] Delete [ ] Clone

admin | Logout

3. Inthe Antivirus Profile window, enter student-antivirus into the Name text
field.

Antivirus Profile

Namel student-antivirus I

Description

Antivirus | Virus Exception

[] Packet Capture
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4. In the Antivirus Profile window, select the Antivirus tab and use the information
from the table below to fill out the form fields.

Lab 6: Anti-Virus & Anti-Spyware Profiles

Field Data/Selection
Packet Capture Check the Packet Capture box
Set the Action column to alert for all
Decoders
decoders

Antivirus | Virus Exception

Packet Capture
Decoders Application Exception
Decoder Action WildFire Action | 8| tems | (3] (¢
ftp 'alsrt default (reset-both) |:|| Application Action |
hitp alert default (reset-both)
imap 'alsrt default (alert)
pop3 [ alert default (alert)
smb [ alert default (reset-both)
smtp 'al-ert default (alert)

[HAdd (=) Delete

5. Click OK to save changes.
6. Leave the WebUI opened to continue with the next task.
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3 Configure an Anti-Spyware Profile

1. Using the WebUI, navigate to Objects > Security Profiles > Anti-Spyware.

paloalto

NETWORKS Dashboard Monitor Policies

Applications “Ll
Application Groups
E‘?App"caﬁnn Filters Mame +| Location Count Rule Name Threat I
Services
ﬁ . default Predefined Rules: 4 simple-critical any
Iﬁ Service Groups
%Tags simple-high any
w ,e ClobalProtect simple-medium any
M P Objects simple-low any
5 HIP Profiles strict Predefined Rules: 5 simple-critical any
&E| Dynamic Block Lists simple-high any
v [ B Custom Objects simple-medium any
Data Patterns — —
Spyware informational
E' Vulnerability simple-low any
B URL Category I
w [ security Profiles
Bﬁm'wirus
Anti-Spyware I
[l A f dlnarohiline Drotontinn

2. Click on Add, located near the bottom of the window, to create a new anti-
spyware profile.

EJ Delete [ ] Clone

admin | Logout

3. In the Anti-Spyware Profile window, enter student-antispyware into the Name
text field.

Anti-Spyware Profile

Name Istuderlt—antis pyware I

Description

[ Rules Exceptions DMNS Signatures
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4. In the Anti-Spyware Profile window, select the Rules tab and click Add to create
a rule using the parameters below.
a. Rule Name: rule-1
b. Action: Select Allow
c. Severity: Check the boxes for informational, low, and medium

Lab 6: Anti-Virus & Anti-Spyware Profiles

Anti-Spyware Rule

Rule Mame I rule-1

Threat Name | any

Category | any

Action |Anc-w

Packet Capture  disable
Severity

D any (All severities)
D critical
| high

medium

low

informaticnal

5. Click OK to save the rule.
6. Inthe Anti-Spyware Profile window, click Add to create another rule using the
parameters below.
a. Rule Name: rule-2
b. Action: Select Alert
c. Severity: Check the boxes for high and critical
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Anti-Spyware Rule

Rule Narnel rule-2

Threat Name | any
Used to match any signature containing the entered text as part of the signature nam

Category | any

Actinnl Alert

Packet Capture  disable
Sewverity

|| any (Al severities)
critical

B high

| medium

[ tow

[] informational

7. Click OK to save the rule.

8. Verify that both rule-1 and rule-2 appear and click OK to save changes in the
Anti-Spyware Profile window.

9. Leave the WebUI opened to continue with the next task.
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4 Assign Profiles to a Policy

1. Using the WebUI, navigate to Policies > Security.

paloalio

NETWORKS Dashboard Monitor

E5 Security "!"|

S MAT /N Y I

2. Click on Basic-Allowed-Apps from the list of policy names.

| Mame | Tags | Type | Zone
1 I Basic-Allowed-Apps I none universal R Trust-L3
2 | MGMT-PORT-OUT none universal R Mgmit-L3
3 | intrazone-defauldy None intrazone ATy
4 | interzone-defaulss None interzone Arvy

3. Inthe Security Policy Rule window, click on the Actions tab and edit the policy
rule to include the newly created profiles by following along with the table below.

Field Data/Selection
Profile Type Select Profiles
Antivirus Select student-antivirus
Anti-Spyware Select student-antispyware
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Security Policy Rule

Genenl Suume | S — Apphﬂun ServineJ'URLcltegury

Action Setting
Action | Allow [ ] Log at Session Start
Send ICMP Unreachable Log at Session End

Log Forwarding | Mone
Profile Setting

Profile Type [ Profiles Other Settings

Antivirus |student-antivirus Schedule None -

Vulnerability Protection | Mone QoS Marking MNcne v

Anti-Spyware Istudem-amispyware |:| Disable Server Response Inspection

URL Filtering MNone
File Blocking | None
Data Filtering | Mone

WildFire Analysis None

4. Click OK to save changes.
5. Click on the Commit link, located near the top-right of the WebU!.

= Cumm'rtlﬁ‘ B save 9 Search

= (@ hHep

6. Inthe Commit window, click the Commit button.

Commit

Doing & commit will ovenarite the running configuration. Do you want to
continue?

Advanced

7. Once the commit process successfully completes, click the Close button to
continue.
8. Leave the Firefox application opened to continue with the next task.
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5 Test the Antivirus Profile

1. Using the Firefox application, open a new tab.

Type www.eicar.orginto the address field and press Enter.

3. Onthe eicar homepage, click on the Download Anti Malware Testfile icon
located near the top.

N

EUROPEAN EXPERT GROUP FOR I'T-SECURITY

o
DOWNLOAD i‘
ANTI MALWARE TESTFILE -, 00

ILE TRUSTWORTHINESS STRATEGY PRESS |[EZigdiils

4. Within the Download area, click on the Download link located on the left pane.

e|lcar

ABOUT US CONFERENCE PROJECTS

»~ INTENDED USE
= DOWNLOAD

5. Once the page redirects, scroll towards the bottom of the page and click either
the eicar.com or the eicar.com.txt file to download the file using the standard
protocol HTTP.

Do not use the SSL-encrypted downloads. The firewall will not be able to detect
the viruses in an HTTPS connection until decryption is configured.

Download area using the standard protocol hittp

eicar _com.zip eicarcomz2.zip

164 Bytes 308 Bytes
Download area using the secure, SSL enabled protocol hitps
eicar.com eicar.com.txt eicar com.zip eicarcom?2.zip
68 Bytes b Bytes 154 Bytes 308 Bytes
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6. If prompted, click on the Save File button.

7. When prompted where to save, choose the Downloads directory and click Save.

5| Enter name of file to save to... - o x
Name: |mtxt |
Savein folder: L‘“ 4} sysadmin ]l annloadsl Create Folder
Places | Name ~ Size Modified
[©] File system
[ Floppy Disk
B Documents
dd Music
(® Pictures
# Videos
E lplain text document |
| X Cancel | 0 Save

8. Close the second tab.
9. Navigate back to the first tab with the WebUI.
10. Using the WebUI, navigate to Monitor > Logs > Threat to view the threat log.

palo

alto

METWORKS Dashboard

v [ Logs —&.|
g’_hﬂaﬁic Receive Time Type M
Threat 4
= 01/27 13-54-40 virus =
i@ URL Fitering B § 0U27135448  viu Eicar

11. Click the green down arrow for the Eicar Test File detection to view the packet
capture (PCAP).

Receive Time Type MName Froi

E} E 0L/27T 13:54:49 virus Eicar Test File Unt

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com Page 18



AINDG

Lab 6: Anti-Virus & Anti-Spyware Profiles

12. Review the PCAP file.

Captured packets can be exported in PCAP format and be examined with a
protocol analyzer offline for further investigation.

13. After viewing the PCAP file, click Close.
14. Using the WebUI, navigate to Objects > Security Profiles > Antivirus.

paloalto

NETWORKS

Dashboard Monitor Policies

Applications
Application Groups
ER Application Fiters
R services Location
Iﬁ Service Groups
% Tags default Predefined hitp def
v @ GlobalProtect smtp def
M 4P Objects e def
% HIP Profiles bop3 =
El Dynamic Block Lists fip def
v E,!; Custom Objects
! smb def
Data Patterns = . o . N
Spyware student-antivirus ttp al
(8 vulnerability smitp ale
(@ URL Category " imap ale
v Security Profiles pop3 ale:
Antivirus ftp ale
E Antl-Spyware smb ale

15. Click on the student-antivirus profile underneath the Name column.

Packet
Name ‘ Location Capture |
default Predefined h
5
ir
F
fi
5
[] | student-antivirus | h
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16. Click on the Antivirus tab and change the Action column for ftp, http, and smb
decoders to default (reset-both).

Lab 6: Anti-Virus & Anti-Spyware Profiles

Antivirus JIRUITTERS (=i
Packet Capture
Decoders
Decoder a Action WildFire Action
ftp default (reset-both) default (reset-both)
hitp default (reset-both) default (reset-both)
imap alert default (alert)
pop3 alert default (alert)
smb I default (reset-both) I default (reset-both)
smitp alert default (alert)
17. Click OK.

18. Click on the Commiit link, located near the top-right of the WebUI.

= Cc:mm'rtlﬁ‘ B save G, Search

19. In the Commit window, click the Commit button.

Commit

Droing a commit will owverwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

20. Once the commit process successfully completes, click the Close button to
continue.

21. Open a new tab in the Firefox web browser.

22. Type www.eicar.org/85-0-Download. html into the address bar and press
Enter.
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23. Scroll towards the bottom of the page and attempt to download either the
eicar.com or the eicar.com.txt file to download the file using the standard
protocol HTTP.

Lab 6: Anti-Virus & Anti-Spyware Profiles

Do not use the SSL-encrypted downloads. The firewall will not be able to detect
the viruses in an HTTPS connection until decryption is configured.

Download area using the standard protocol http

eicar comzip eicarcom2.zip

184 Bytes 308 Bytes
Download area using the secure, SSL enabled protocol https
eicar.com eicar.com.txt eicar com.zip eicarcomz2.zip
68 Bytes b8 Bytes 184 Bytes 308 Bytes

24. Notice the response page given. The antivirus profile is now set to block.

PA-VM % | @ Virus/Spyware Dow... x | +

€ eicar.org v C Search »

Virus/Spyware Download Blocked

Download of the virus/spyware has been blocked in accordance with
company policy. Please contact your system administrator if you believe
this is in error.

File name: eicar.com.txt

25. Close the second tab.

26. Navigate back to the first tab with the WebU!I.

27. Using the WebUI, navigate to Monitor > Logs > Threat to view the threat log.
Note the new log entry stating that the Eicar virus was detected and denied.

After 15 minutes, the threats that were just generated will appear on the ACC
tab under Threat Activity and the Blocked Activity tabs.

28. Leave the WebUI opened to continue with the next task.
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6 Configure a Security Profile Group

1. Using the WebUI, navigate to Objects > Security Profile Groups.

paloalto

Dashboard Monitor Policies

L9 UKL Category —~k|
v @ Security Profiles
& Antivirus == - Vulnera... | URL
Anti-Spyware Profile Profile
E' Vulnerability Protection

[ URL Fittering
File Blocking
[, WildFire Analysis L
.ﬁ Data Fittering

q Do Protection

' @ Security Profile Groups I
‘=4 Log Forwarding

2. Click Add, located near the bottom of the WebUI, to define a security profile
group.

[#) Add] (=] Delete [ ] Clone

3. Inthe Security Profile Group window, use the information from the table below
to fill the appropriate form fields.

Field Data/Selection
Name Enter student-profile-group
Antivirus Profile Select student-antivirus
Anti-Spyware Profile Select student-antispyware

Security Profile Group

Mame || student-profile-group
Antivirus Profile § student-antivirus

Anti-Spyware Profile § student-antispyware

Vulnerability Protection Profile | None

URL Fittering Profile  Mone

File Blocking Profile | None

Data Fittering Profile | None

WildFire Analysis Profile  MNone

4. Click OK to save changes.
5. Leave the WebUI opened to continue with the next task.
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7 Assign the Security Profile Group to a Policy

1. Using the WebUI, navigate to Policies > Security.

paloaito

Dashboard Policies

B3 Security "5|
S NAT

2. Click on the Basic-Allowed-Apps links in the list of policy names.

Mame |Ta;s ‘Type |Zune

1 E-asic-AIIc-wec:-ﬁ.ppsI none universal

R Trust-L3

2 | MGMT-PORT-OUT none universal [ Mgmt-L3
3 |intrazone-defaul& none intraz one any
4 | interzone-defauldg none interzone any

3. Inthe Security Policy Rule window, click on the Actions tab and edit the policy to

replace the profiles with the profile group by using the table below as guidance.

Field Data/Selection
Profile Type Select Group
Group Profile Select student-profile-group

Security Policy Rule

Genen] Sululue | User | Destination Applinltiun SewineleRLCategury

Action Setting

Action | Allow [} Log at Session Start

Send ICMP Unreachable Log at Session End

Log Forwarding | None

Profile Setting Other Settings

Profile Type | Group Schedule | None

Group Profile | student-profile-group QoS Marking | None

|:| Disable Server Response Inspection
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4. Click OK to save changes.

5. Click on the Commit link, located near the top-right of the WebU!.

& B save G Search

6. Inthe Commit window, click the Commit button.

Commit

Doing & commit will overwrite the running configuration. Do you want to
continue?

Advanced

7. Once the commit process successfully completes, click the Close button to
continue.

8. To test the security profile group, complete steps 21-25 once more from Section
5.

Notice that the same output is given as before. This confirms that applying a
security profile group works the same as applying individual security profiles.

9. Close the Desktop 1 PC viewer.
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