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Lab 5: URL Filtering

Introduction

it T,

Now that traffic is passing through the firewall, you decide to further protect the
environment with security profiles. The specific security requirements for general
Internet traffic are:

= Configure a custom URL filtering category TechSites specifying newegg, cnet, and
zdnet.

= Log all URLs accessed by users in the Trust-L3 zone.

= Block these URL categories:

adult (or adult-and-pornography)
government

hacking

guestionable

TechSites

unknown (set to continue)

o 0O O O O O

= Then, send test traffic to verify that the protection behaves as expected. Test
the antivirus profile by downloading a file over http from eicar.org. Test the URL
filtering profile by trying to surf sites that have been prohibited.

From Desktop 2, launch a web browser and terminal window to access the server via the
web and ssh and connect to the Untrust2-L3.
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Lab 5: URL Filtering

Objective

In this lab, you will be utilizing Palo Alto technology to perform the following tasks:

1. Create custom URL categories
2. Configure a URL filtering profile to block certain types of websites from the

internet
3. Apply the filters to the policies and log the web traffic
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Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto
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Lab 5: URL Filtering

1

4/19/2016

Initial Setup

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on
Load named configuration snapshot underneath the Configuration

Management section.

paloalto

NETWORKS

B High Availability
B Config Audit
E@ Password Profiles

3 Administrators

€2 Admin Roles

8 puthentication Profile
ﬁ Authentication Sequence
User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates

& Certificate Profile

& OCSP Responder

& S5UTLS Service Profile

% Response Pages

M

Dashboard

| Management [MeEHBLEN Services
Configuration Management Device Operatio

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration

Monitor

Load ILc-al: named configuration snapshot I

Load configuration version
Export Export named configuration snapshot

Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

Objects Metwark

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup

[ statistics Ser

7. Inthe Load Named Configuration window, select Basic-App-Config from the
Name drop-down box. Click OK.

4/19/2016

Load Mamed Configuration

Name | Basic-App-Config

Decryption Key

When prompted with the config loaded message, click on the Close button to

continue.

Click on the Commit link located at the top-right of the WebUI.

& [E save O Search

S (@ Hep
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10. In the Commit window, click Commit to proceed with committing the changes.

Lab 5: URL Filtering

Commit

Dwoing a commit will owerwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

11. Once the operation successfully completes, click Close to continue.

Commit

Operation Commit
Result oK

Details Configuration committed successfully

12. Leave the WebUI opened to continue with the next task.
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2 Configure a Customer URL Filtering Category

1. Using the WebUI, navigate to Objects > Custom Objects > URL Category.

paloalto , =
NETWORKS Dashboard Maonitor Policies

Applications "kl

Application Groups |:|| Name
ﬁ Application Fitters
ﬁ Services
Iﬁ Service Groups
%Tﬂgs
v @ GlobalProtect
M P Objects
B, HIP Profiles
E Dynamic Block Lists
v I:é Custom Objects
Data Patterns
Spyware
Vulnerability

URL Category
v Serritu Profiles |

2. Click on Add, located near the bottom of the window, to create a custom URL
category.

EJ Delete [] Clone

admin | Logout

3. Inthe Custom URL Category window, use the information from the table below
to fill out the form fields.

Field Data/Selection
Name Enter TechSites

Click Add and add each of the URLS
below:

Sites e www.newegg.com
e www.chet.com
e www.zdnet.com
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4.
5.

4/19/2016

Custom URL Category

Namel TechSites I

Description

the form weww. example.com or it could have wildcards ke www.*.com.

Click OK to save changes.
Leave the WebUI! opened to continue with the next task.
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3 Configure a URL Filtering Profile

AINDG

1. Using the WebUI, navigate to Objects > Security Profiles > URL Filtering.

paloalto

NETWORKS

Applications
Application Groups
B Application Fiters
ﬁ Services
& Service Groups
%Tﬂgs
7 @ GlobalProtect
& P Objects
W, HIP Profiles
@] Dynamic Block Lists
v E-E: Custom Objects
Data Patterns
Spyware
(o8 vulnerabilty
[@ URL Category
w (B security Profiles
Antivirus
Anti-Spyware

Dashboard

Maonitor

Policies

Vulnerability Protection
URL Filtering

r TES File Blocking

[ WWAIHCire Anshroic

profile.

EJ Delete [] Clone

admin | Logout

4|

Name Location Block List e Allow List A

default Predefined black a
a
a
by
a
C
a
C
1]
d
il

M

2. Click on Add, located near the bottom of the window, to define a URL filtering
Page 12
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3. Inthe URL Filtering Profile window, use the information from the table below to
fill the form fields.

Lab 5: URL Filtering

Field Data/Selection
Name Enter student-url-filtering
Click the right side of the Action header to access
the pull-down menu. Click Set All Actions >
alert.

5 Gl (x)
["]| Category a Action
[F] abortion allow &1 sort Ascending
[ abused-drugs Ml g )
Sort Descendi
[ adut allow| &l "
|:| alcohol-and-tobacco allow! J Columns s
[ auction Allow
[ bus -economy allow Set All Actions - I
[[] computer-and-internet-info I adert Set Selected Actions
[ centen
block "

D dai Adjust Columns
E continue

i - override

Sites

Search the Category field for these six categories
and set the Action to block for each except for the
unknown category. Set the unknown category to
continue.

e adult (or adult-and-pornography): [Action
= block]

government: [Action = block]

hacking: [Action = block]

malware: [Action=block]

guestionable: [Action = block]
TechSites: [Action = block]

unknown: [Action = continue]

Notice that the TechSites category is available due to it being created in Task 2.
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URL Filtering Profile ®

Namel student-url-filttering I
Description
Categories |2 (L[:F]

Block List _.1,| 63 items | [x]
D| Category Action w |_
unknown continue
aduit " block

Action | block - government " block
hacking " block
. r

Allow List e tonanc [l
TechSites * block
] abortion " alert
[ abused-drugs " alert
[ alcohol-and-tobacco " alert
[ auctions " alert
— r
* indicates a custom URL category
Check URL Category

4. Click OK to save changes.
5. Leave the WebUI opened to continue with the next task.
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4 Assign Profiles to a Policy

1. Using the WebUI, navigate to Policies > Security.

palozlto

Dashboard Monitor

B8 Security "k|

2. Click on Basic-Allowed-Apps from the list of policy names.

Mame | Tags | Type | Zone
1 JBasic-Allowed-Apps I none universal ) Tn
2 | MGMT-PORT-OUT none universal ) Mg
3 | intrazone-defavE none intrazone any
4 | interzone-defawudy none interzone any

3. Inthe Security Policy Rule window, click on the Actions tab and use the
information from the table below to edit the policy rule to include newly created

profiles.
Field Data/Selection
Profile Type Select Profiles
URL Filtering Select student-url-filtering
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Security Policy Rule

| General | Source | Destination | Application | Service/URL Category

Action Setting

[ Log at Session Start
Send ICMP Unreachabie Log at Session End

Log Forwardi None
Profile Setting = =

Profile Type I Profiles Other Settings

Antivirus | None Schedule | None hd

Vulnerability Protection | None QoS Marking | None hd

Anti-Spyware  None D Disable Server Response Inspection

URL Firteringl student-url-filtering

File Blocking | None
Data Filtering | None

WildFire Analysis  None

4. Click OK to save changes.
5. Click the Commit link, located at the top-right of the window.

£‘ E save @ Search

6. Inthe Commit window, click the Commit button.
Once the commit process successfully completes, click Close.
8. Leave the Firefox window opened to continue with the next task.

N
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5

NoUvReW

Test the URL Filtering Profile

Using the Firefox browser, open a new tab.

In the address field, type www.cnn.comand press the Enter key. Browse to other
popular websites such as Google and Yahoo. The URL filtering profile records
each website that is visited by the user.

Navigate back to the first tab.

Using the WebUI, navigate to Monitor > Logs > URL Filtering.

Verify that the log entries track the sites that were just visited.

Navigate back to the second tab.

Test the block condition that was created earlier by visiting a site that is part of
hacking, government or TechSites categories. Attempt to browse to
www.2600.0rg.

Notice that the profile in place will block these actions.

M PA-VM % | Web Page Blocked x |+

2600.0rg v C »

Web Page Blocked

Access to the web page you were frying to visit has been
blocked in accordance with company policy. Please contact
your system administrator if you believe this is in error.

User: 10.20.20.24
URL: www.2600.org/

Category: hacking

9. Test the custom category by trying to go to www.newegg. com.
10. Close the Desktop 1 PC viewer.
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