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Lab 3: NAT and Security Policies

Introduction

Scenario 1

Allow Traffic

Internet

At this point, the firewall is configured but is unable to pass traffic between zones. NAT
and Security Policies must be defined before traffic will flow between zones. In this lab,
you will create a Source NAT Policy using the Untrust-L3 IP address as the source
address for all outgoing traffic. Then you will create a Security Policy to allow traffic
from the Trust-L3 Zone to the Untrust-L3 Zone, so that your workstation can access the
outside world.

Scenario 2

Internet

You need to allow access to the web server from outside resources. You also need to
allow SSH access to the server for on-call personal remotely. Configure the firewall to
accept Web and SSH traffic on its publicly facing interface then redirect the traffic to the
server using Destination NAT. From Desktop 2, launch a web browser and terminal
window to access the server via the web and SSH and connect to the Untrust2-L3.

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com Page 3



AINDG

Lab 3: NAT and Security Policies
Objective
In this lab, you will be utilizing Palo Alto technology to perform the following tasks:
1. Create a Source NAT policy
2. Create a Security Policy to allow connectivity from the Trust-L3 to the Untrust-L3

zone
3. Configure destination NAT to allow SSH and Web traffic to the internal server
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Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto
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Lab 3: NAT and Security Policies

1

4/19/2016

Create a Source NAT Policy

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Y

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on
Load named configuration snapshot underneath the Configuration
Management section.

7.

8. Notice the configuration is loaded, click Close to continue.

4/19/2016

paloalto

NETWORKS

Dashboard

B High Availability
B Config Audit
@ Password Profiles
3 Administrators

% Admin Roles

{8 authentication Profile

User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates
& Certificate Profile
& OCSP Responder

% Response Pages

Ilmagement Services
Configuration Management Device Operatic

Revert Revert to last saved configuration
Revert to running configuration

Save Save named configuration snapshot

ﬁ Authentication Sequence

& S5UTLS Service Profile

Save candidate configuration

Load ILc-ac named configuration snapshot I

Load configuration version
Export Export named configuration snapshot
Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

Objects Metwark

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup
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In the Load Named Configuration window, select Basic-Network-Config from the
Name drop-down box. Click OK.

Load Mamed Configuration

Basic-Network-Config

Config loaded from Basic-Metwork-Config
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9. Click on the Commit link located at the top-right of the WebUI.

& B save Q Search

10. In the Commit window, click Commit to proceed with committing the changes.

Lab 3: NAT and Security Policies

Commit

Dwoing a commit will owerwrite the running configuration. Do you want to
continue?

Advanced
Preview Changes

11. Once the operation successfully completes, click Close to continue.

Commit

I

Operation ‘Commit
Result 0K

Details Configuration committed successfully

12. Using the WebUI, navigate to Policies > NAT.

palo

alto

HETWORKS Dashboard Monitor

&2 QoS
@‘ Policy Based Forwarding
£5 Decryption
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13. Click Add, located towards the bottom of the window, to define a new source

NAT Policy.

(=)Delete [ )Clone (+) Enable

14. In the NAT Policy Rule window, verify that the General tab is selected and enter
Student Source NAT into the Name field.

NAT Policy Rule

Description

Tags

MNAT Type

General Original Packet

Translated Packet

Name | Student Source NAT

ipvd

15. Click on the Original Packet tab and make the necessary configurations using the
information from the table below.

Field Data/Selection
Source Zone Click Add and select Trust-L3
Destination Zone Select Untrust-L3
Destination Interface Select ethernet1/1

NAT Policy Rule

Original Packet | Translated Packet

D e Destination Zone b e
El Source Zone & Untrust-13 - I E‘ Source Address a E‘ Destination Address &
’p’.ﬁ Trust-L3

Destination Interface

| sthernet1/1

-1
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16. Click on the Translated Packet tab and make the necessary configurations using
the information from the table below. Notice that you cannot select an IP
address. This is because ethernetl1/1 is configured for dhcp and therefore the
policy will retrieve the current IP address from the interface when the NAT policy

Lab 3: NAT and Security Policies

is applied.
Field Data/Selection
Translation Type Select Dynamic IP and Port
Address Type Select Interface Address
Interface Select ethernetl/1

NAT Policy Rule

| Lol L ETRS-TCC S Translated Packet

Source Address Translation ("] Destination Address Translation

Translation Type § Oynamic IP And Port w Transla

Address a4

Address Type || Interface Address w Translated Port

Interface § ethernet1/1 hd

IP Address  MNone

17. Click OK to continue.

The Internet will not be accessible just yet. A Security Policy will need to be
configured to allow traffic to flow between zones.

18. Leave the WebUI opened to continue with the next task.
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Lab 3: NAT and Security Policies

2 Create the “Allow All Out” Policy

1. Using the WebUI, navigate to Policies > Security.

paloalto

METWORKS Dashboard Monitor

B8 Security "!"|

S NAT
q‘n‘s QoS

| F- N - - MNamsa Tan= Tune Fone

2. Click on Add, located near the bottom of the window, to define a Security Policy.

[—]Delete [ ) Clone % Override

3. Inthe Security Policy Rule window, select the General tab and make the
necessary configurations using the information from the table below.

Field Data/Selection
Name Enter Allow All Out
Rule Type universal (default)

Security Policy Rule

| Source | User | Destination | Application | Service/URL Category | Actions

Name) Allow All Out

Rule Typej universal (default)

Description

4. In the Security Policy Rule window, select the Source tab and make the necessary
configurations using the information from the table below.

Field Data/Selection
Source Zone Click Add and select Trust-L3
Source Address Select Any
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Security Policy Rule

[(Goners [y User [ Destination” [ Appiation | ServioeURL Gategory | Actons

["]| Source Address &

| " ) Trust-L3 |

5. In the Security Policy Rule window, select the Destination tab and make the
necessary configurations using the information from the table below.

Field

Data/Selection

Destination Zone

Click Add and select Untrust-L3

Destination Address

Select Any

Security Policy Rule

select v

O

["]| Destination Zone a

||| Destination Address a

I [Ef) Untrust-13 I
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6. Inthe Security Policy Rule window, select the Application tab and make sure Any

Lab 3: NAT and Security Policies

is checked

Security Policy Rule

| General | Source | User | Destination Application Service/URL Category | Actions

.

[]| Appiications a

7. Inthe Security Policy Rule window, select the Service/URL Category tab and
make sure application-default is selected from the drop-down menu.

Security Policy Rule

| General | Source | User | Destination | Application Service/URL Category CT=01E]

I| application-default | v I Any

E‘ Service a E‘ URL Category
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8. Inthe Security Policy Rule window, select the Actions tab and make the
necessary configurations using the information from the table below.

Lab 3: NAT and Security Policies

Field Data/Selection
Action Setting Select Allow
Log Setting Check Log at Session End

Security Policy Rule

((Goneral [ ‘Source [ User | Destination | Applcation” | ServcatURL Gategory | R

Action Setting Log Setting

N:tiunl Allow - I [ ] Log at Session Start

Send ICMP Unreachable Log at Session End

Log Forwarding | Mone

Other Settings

Profile Setting Schedule  Mone il

Profile Type | Mone QoS Marking | Nene -

|:| Disable Server Response Inspection

9. Click OK to save changes and to close the Security Policy Configuration window.
10. Verify that the new Allow All Out security policy appears in the list.

Name Tags | Type | Zone | AL
1 MGMT-PORT-OUT none universal il Mgmt-L3
2 | Allow All Out none universal B Trust-L3 ﬁ
3 | intrazone-defaulay none intrazone any an
4 | interzone-defauls None interzone any an

11. Click Commit, located near the top-right.

- 5 [E save @ Search

12. In the Commit window, click the Commit button to continue.
13. Once the commit process successfully completes, click the Close button.
14. Leave the Firefox web browser opened to continue with the next task.
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Lab 3: NAT and Security Policies

3

w

5.

Verify Internet Connectivity

Using the Firefox web browser, open a new tab.
In the new tab, type www.google.cominto the address bar followed by pressing
the Enter key.

Notice that an Internet connection is available.

Close the second tab.
Using the WebUI, navigate to Monitor > Traffic to view traffic logs. Here, you
can see what traffic has passed through the Allow All Out policy.

paloalto

METWORKS Dashboard

4|

%!, Traffic ‘ ‘
@ Threat Receive Time Type From Z

Leave the WebU! opened to continue with the next task.

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com Page 16



AINDG

Lab 3: NAT and Security Policies

4 Create a Destination NAT Policy

1. Using the WebUI, navigate to Objects > Services.

paloalto

NETWORKS Dashboard Manitor Policies

% Addresses -*!hl

@ﬁ\ddress Groups D| Name :

e Regions TIIE

Applications [ service-http Predefined TCP

Application Groups [| service-nttps Predefined TCP
JE' Application Fitters

3 sServices I

148 Service Gronns

2. Click Add, located near the bottom of the window, to add a new service.
3. Inthe Service window, use the information from the table below to configure a

new service.
Field Data/Selection
Name Enter service-http-ssh
Destination Port Enter 80,22

Namel service-http-ssh

Description

Protocol @ TCP () UDP

Destination Port | 80,22

Source Port

Part can be a sin

Tags

4. Click OK to save changes.
5. Verify that the service-http-ssh service appears in the list.
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Lab 3: NAT and Security Policies

6. Navigate to Policies > NAT.

paloalto

METWORKS Dashboard Monitor

BE Security -

Sh- NAT

n::u"n‘ﬁ QoS
B%: Policy Based Forwarding Name Tags Source Zone Des

7. Click Add, located near the bottom of the window, to define a new destination
NAT policy.

(<) Delete [ )Clone (¥)En

admin | Logout

8. Inthe NAT Policy Rule window, click on the General tab and enter Inbound-web-
ssh-NAT in the Name field.
NAT Policy Rule

Original Packet | Translated Packet

Name I Inbound-web-ssh-NAT I

Diescription

Tags

MNAT Type ipvd

9. Inthe NAT Policy Rule window, click on the Original Packet tab and use the
information in the table below to make the necessary configurations.

Field Data/Selection
Source Zone Click Add and select Untrust-L3
Destination Zone Select Untrust-L3
Service Select service-http-ssh
Destination Address Click Add and enter 172.20.1.1
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NAT Policy Rule

| General Original Packet Translated Packet

Destination £
D e ination Zone D s D Any
E| Source Zone a Untrust-L3 vI EI Source Address a EI Destination Address a
r r
I £ Untrust-L3 &g 172.20.11

Destination Interface
any

Service

Iseruice-http—ssh

10. In the NAT Policy Rule window, click on the Translated Packet tab and use the
information in the table below to make the necessary configurations.

Field Data/Selection
Destination Address Translation Check the box
Translated Address Enter 192.168.10.10

NAT Policy Rule

| Letoh o T e 1T T E ST i Translated Packet

Source Address Translation @)estinati on Address Translation

Translation Type MNone Translated Addressl 192.168.10.10

Translated Port | |

11. Click OK to save changes.
12. Verify that the new NAT policy appears in the list.
13. Leave the WebUI opened to continue with the next task.
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Lab 3: NAT and Security Policies

5 Create a Security Policy Rule

1. Using the WebUI, navigate to Policies > Security.

2 paloalto

NETWORKS Dashboard Monitor

I B Security '¢|

S NAT

aan's Qo3
% Policy Based Forwarding

Name Tags Type Zone

2. Click Add, located near the bottom of the window, to define a new security
policy rule.

admin | Logout

3. Inthe Security Policy Rule window, click on the General tab and enter Inbound-
web-ssh-Policy in the Name text field.

Security Policy Rule

Name | Inbound-web-ssh-Policy

Rule Type |universal (default)

Description
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4. In the Security Policy Rule window, click on the Source tab and click Add for
Source Zone. Select Untrust-L3.

Security Policy Rule

AINDG

[} any

EI Source Zone a

r
R Untrust-L3

5. In the Security Policy Rule window, click on the Destination tab and use the

information in the table below to make the necessary configurations.

Field

Data/Selection

Destination Zone

Click Add and select Trust-L3

Destination Address

Click Add and enter 172.20.1.1

Security Policy Rule

[m [m [E Destination WV 0 [m [m

| any

"

E| Destination Zone &

(O]

Destination Address &

I rﬂiﬂ Trust-L3

&g 1722011
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6. In the Security Policy Rule window, click on the Application tab and use the
information in the table below to make the necessary configurations.

Lab 3: NAT and Security Policies

Field Data/Selection
Click Add and select web-browsing
Click Add and select ssh

Applications

Security Policy Rule

Generl Snume | Duliutinn LYSSSG M Service/URL Categery | Actions

| Any

Applications a
' web-browsing
' ssh

[l

7. Inthe Security Policy Rule window, click on the Service/URL Category tab and
select application-default from the drop-down menu.

Security Policy Rule

[General [ 'source [‘User [ Destination [ Appiication [ EEII TRl [ Actions

Iapplication—default |v I D Any
|:|| Service a E‘ URL Category &
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8. Inthe Security Policy Rule window, click on the Actions tab and select Allow for
the Action Setting.

Lab 3: NAT and Security Policies

Security Policy Rule

Action Setting

Actinnl Allow v | [] Log at Session Start

Send ICMP Unreachable Leg at Session End

Log Forwarding | None

Other Settings

Profile Setting Schedule | None s

Profile Type | None QoS Marking | None -

D Disable Server Response Inspection

9. Click OK to save changes and to close the Security Policy Rule configuration
window.

10. Verify that the new Inbound-web-ssh-Policy appears in the list.

11. Click on the Commiit link located at the top-right of the WebUI.

ﬁ' B save Q, Search

12. In the Commit window, click Commit.

Commit

Doing & comimit will overwrite the running configuration. Do you want to
continue?

Advanced

13. After the commit process completes successfully, click the Close button.
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6

4/19/2016

Test the Connection

Navigate to the topology page and click on the Desktop 2 graphic.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Click on the LXTerminal icon located on the bottom toolbar pane.

./_'\. _ I-r =TT
A gl
Using the terminal, type the command below followed by pressing the Enter key.

ssh 172.20.1.1

If asked to continue using the specified fingerprint, type yes followed by pressing
the Enter key.

sysadmin@lubuntu:~% ssh 172.28.1.1
he authenticity of host '172.20.1.1 (172.20.1.1)' can't be established.

ECDSA key fingerprint is 35:69:94:72:¢5:75:7a:23:0c:a3:03:af:8e:9c:9f:f0.
re you sure you want to continue connecting (yes/no)?|yes]]

When prompted for a password, type Trainlng$ followed by pressing the Enter
key.

sysadmin@lubuntu:~% ssh 172.20.1.1
sysadmin@l72.28.1.1's password:
Welcome to Ubuntu 14.84 LTS (GNU/Linux 3.13.8-24-generic x86 64)

* Documentation: https://help.ubuntu.com/

System information as of Fri Mar 18 13:54:45 EDT 2016

System load: 0.0 Processes: 77

Usage of /: 18.6% of 15.13GB  Users logged in: 2]

Memory usage: 112 IP address for eth@: 192.168.10.18
Swap usage: ©8%

Graph this data and manage this system at:
https://landscape.canonical.com/

205 packages can be updated.
@ updates are security updates.

Last login: Thu Feb 25 12:20:13 2816 from 192.168.108.50

Notice the successful SSH connection.

While on the Desktop 2 VM, open a web browser by clicking on the Chrome icon
found on the bottom pane.

Kl uEFEC
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8. Inthe Chrome browser, type http://172.20.1.1 into the address field. Press
Enter.

Lab 3: NAT and Security Policies

L [172.20.1 x W

&« = e|D1?2.2u.1.1 |

Congratulations you have accessed the PAN
Cybersecurity Internal Web Server

9. Upon successfully loading of the web page on the internal web server, navigate
back to the Desktop 1 PC viewer.

10. Using the WebUI, navigate to Monitor > Logs > Traffic and find the entries where
application web-browsing has been allowed by rule Inbound-web-ssh-Policy.

Dashboard Policies Objects Network Device

ol
Receive Time From Zone | To Zone Source Source User Destination To Port| Application Action Rule

Ef) 03/18 14:06:56 Untrust-L3 | Trust-L3 172.20.1.10 172.20.1.1 B0 web-browsing allow l:l;ctfiicc-l;rc-wet--ss h-
Ef) 03/18 14:06:42 Untrust-L3 | Trust-L3 172.20.1.10 172.20.1.1 B0 web-browsing allow Ll"clﬁicc-larc-web-ss h-]
E;) 03/18 14:06:42 Untrust-L.3 | Trust-L3 172.20.1.10 172.20.1.1 80 incomplete allow gcl?iic:;rc-wet--ssl'-
Ef) 03/18 14:06:42 Untrust-L3 | Trust-L3 172.20.1.10 172.20.1.1 80 incomplete allow g;;;rc-web-ssl'-
Ef) 03/18 14:06:42 Untrust-L3 = Trust-L3 172.20.1.10 172.20.1.1 ] incomplete allow ::l;giicc-larc-wet--ssl'-
B 03/18 14:06:41 Trust-L3 Untrust-L3 | 192.168.10.50 96.244.96.19 123 ntp allow Allows All Out

Make sure that the filter is cleared so that all traffic results appear in the list.

11. Close both Desktop 1 & 2 PC viewers.
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