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Lab 2: Basic Interface Configuration
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Lab 2: Basic Interface Configuration

Introduction

Virtual Router

Student PC

DHCP
Client

In this lab, you will create two zones, Trust-L3 and Untrust-L3. The internal clients will
connect to the interface assigned to the Trust-L3 Zone. The interface in the Trust-L3
Zone will provide DHCP addresses to these internal clients.

The external-facing interface, which will be in the Untrust-L3 zone, will receive a DHCP
address from the ISP. All interfaces on the firewall must route traffic through the
external-facing interface by default.

The interface in Untrust-L3 must be configured to respond to pings and the interface in
Trust-L3 must be able to provide all management services. You will also need to
configure the external interface as an alternate service route to receive updates, dns
gueries and other management updates.

NOTE: You will not be able to test whether the Untrust-L3 Interface responds to pings
until the next lab. You will be able to test the service route configuration.

Lab Notes

Verify that the DHCP Server is configured correctly by refreshing the IP addresses on
your RDP desktop and by pinging the interfaces configured on the firewall.
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Lab 2: Basic Interface Configuration

Objective
In this lab, you will be utilizing Palo Alto technology to perform the following tasks:

Create Interface Management Profiles

Configure Ethernet interfaces with Layer 3 information
Configure DHCP

Create a Virtual Router

Configure an alternate service route

uhwWwNE
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Lab 2: Basic Interface Configuration

Pod Topology

Untrust Intemet Management Mic Setup
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dhcp
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Lab 2: Basic Interface Configuration

Lab Settings

AINDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu Desktop 1 192.168.10.50 sysadmin Trainlng$
Ubuntu Server 192.168.10.10 sysadmin Trainlng$
Ubuntu Desktop 2 172.30.1.10 sysadmin Trainlng$
. 192.168.10.1 .
Palo Alto Firewall 172.30 1.1 admin paloalto
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Lab 2: Basic Interface Configuration

1

4/19/2016

Create New Security Zones

Click on the Desktop 1 graphic found on the topology page.

Login using sysadmin as the username and Trainlng$ as the password. Click
Log In.

Double-click on the Firefox Web Browser icon located on the Desktop.

Y

Firefox Web
Browser

In the address field, type https://192.168.10.1 and press Enter.

If you experience the “Unable to connect” message while attempting to connect
to the specified IP above, please wait an additional 3-5 minutes for the PA VM to
fully initialize and refresh the page to continue.

Login with the username admin and password paloalto on the firewall web
interface.

paloalio

MName admin

Password ........| I
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6. Using the Palo Alto WebUI, navigate to Device > Setup > Operations and click on

Load named configuration snapshot underneath the Configuration
Management section.

8. Notice the configuration is loaded, click Close to continue.

4/19/2016

paloalto

NETWORKS

Dashboard

B High Availability
B Config Audit
@ Password Profiles

3 Administrators

% Admin Roles

8 puthentication Profile
ﬁ Authentication Sequence
User |dentification
EVM Information Sources
v % Certificate Management
&2 Certificates

& Certificate Profile

& OCSP Responder

& S5UTLS Service Profile

% Response Pages

Ilmagement Services
Configuration Management Device Operatic

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration

Monitor

Load ILc-ac named configuration snapshot I

Load configuration version
Export Export named configuration snapshot

Export configuration version

Export device state

Import  Import named configuration snapshot

Import device state

=% Reboot Devic

= Shutdown De

Miscellaneous

@ Custom Logc
& sNMP setup

[ statistics Ser

In the Load Named Configuration window, select Baseline-Configuration from
the Name drop-down box. Click OK.

Load Mamed Configuration

Config loaded from Baseline-Configuration
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9. Click on the Commit link located at the top-right of the WebUI.

Lab 2: Basic Interface Configuration

10. In the Commit window, click Commit to proceed with committing the changes.

Commit

Dwoing a commit will owerwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes

11. Once the operation successfully completes, click Close to continue.

Commit

Operation Commit
Result oK

Details Configuration committed successfully
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12. Using the WebUI, navigate to Network > Zones. Notice that a Trust-L3 and a
Mgmt-L3 zone have been created.

Lab 2: Basic Interface Configuration

paloalto

METWORKS Dashboard Maonitor Policies Objects

&xdl [nterfaces "5|
[ Zones
WVLANS
g;g\!irtual‘.&ﬁres Name Type Interfaces { Virtual Zone Protection Profile
8 Virtual Routers :
a2 IPsec Tunnels Trust-L3 leyer3 ethernet1/2
£ DHCP Mogmt-L3 layer3 loopback.1
OHE .. —

13. Click on Add, located near the bottom portion of the window, to create a new
zone.

admin | Logout

14. In the Zone window, type Untrust-L3 in the Name text field.
15. Leave the default Type to Layer3 and click OK.

Mame §| Untrust-L3 User ldentification ACL
Type || Layerd - Include List &

Interfaces a

Add (=] Delete .
Zone Protection Profile | None -
Log Setting | None -

[ ] Enable User Identification

16. Leave the Palo Alto WebUI open for the next task.
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2 Create Interface Management Profiles

1. Using the WebUI, navigate to Network > Network Profiles > Interface Mgmt.

paloalto

NETWORKS

Dashboard ACC Maonitor Paolicies Objects

&2 Interfaces ‘kl
[ Zones
5 VLANS o
[ﬂg\firtual Wires
&9 Virtual Routers
ﬁ IPSec Tunnels
& DHCP
DINE DMS Proxy
v @& GiobalProtect
Q; Portals
'E; Gateways
@i vom
& Qos
ELor
v [ Network Profies N
& GlobalProtect IPSec Crypto
H IKE Gateways
& IPSec Crypto
& IKE Crypto
ﬁ Monitor

Interface Mgmit
@Zone Protection

2. Click on the allow-mgmt profile link.

Name Ping Telnet S5H HTTP HTTP QCSP | HTTPE

[ aliow-mgmt

[ Mame Ping Telnet ‘SSH

[ allow-mgmit

3. Inthe Interface Management Profile window, verify that the items listed in the
table below are checked or entered properly.

Field Data/Selection
Name Enter allow-mgt
Permitted Services Check Ping, SSH, HTTPS, Response
Pages and User-ID
Permitted IP Addresses Do not add any addresses
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Interface Management Profile @
ane

Permitted Services

Permitted IP Addresses |
Dng

[ ] HTTP OCSP

n HTTPS

[ ] snmP

D Response Pages

u User-ID

[ ] User-ID Syslog Listener-SSL

[ ] user-ID Sysleg Listener-UDP

(F)add (=] Delete

192.168.1.0/24 or IPvE 2001:db&:123:1::1

4. Click OK to continue.

5. Click on Add, located near the bottom of the window, to create another
Interface Management Profile.

6. Use the information in the table below to fill the form.

Field Data/Selection

Name Enter allow-ping

Permitted Services Check Ping only
Permitted IP Addresses Do not add any addresses
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Lab 2: Basic Interface Configuration

Interface Management Profile @

7.

Namej allow-ping

Permitted Services
Ping
[ Teinet
[]ssn
[] HrTP
[} HTTPOCSP
[} HrTPS
[] snmP
|:| Response Pages
|:| User-I1Dr
[T] User-ID Syslog Listener-SSL

[T] User-ID Syslog Listener-UDP

Click OK to continue.

AINDG

Permitted IP Addresses

8. Leave the Palo Alto WebUI open for the next task.

4/19/2016
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Lab 2: Basic Interface Configuration

3 Configure Ethernet Interfaces with Layer 3 Info

1. Using the WebUI, navigate to Network > Interfaces > Ethernet.

il
palov@'wl;fjo[ﬁ?s Dashboard Monitor Policies m bl

’ =24 |nterfaces Ethernet VLAN Luuphﬂ Tunnel

Zones

2. Click on the interface Ethernet1/2 from the list.

Interface ‘ Interface Type ‘ P ﬂg ‘

[@aa) ethernetl/1

Im ethernetl/2 Layer3 allow-mgmit

E=a) ethernetl'3

=2 ethernetl/d
=2 ethernetl/s
=3 ethernetl/6
=3 ethernetl/7
&=2) ethernetl/s

[@aa) ethernetls

3. Inthe Ethernet Interface window, verify that the items listed in the table below
are checked or entered properly.

Field Data/Selection
Interface Type Select Layer 3
Config Tab

Virtual Router Select None

Security Zone Select Trust-L3
Interface Name  ethernet1/2

Comment

Interface Typel Layerd vI
Metflow Prefile Mone i

Assign Interface To

Virtual Routerj Mone b

Security Zonefl Trust-L3 -

=T =)
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4. While focused on the same window, click on the IPv4 tab. Use the table below to
verify that the configurations match the table below.

Lab 2: Basic Interface Configuration

Field Data/Selection
Type Static
IP 192.168.10.1/24

eorts [ | oot

Type @ Static () PPPoE () DHCP Client

e

[ 192.188.10.1/24

Adcl E]Delete @Mm'eUp @I\ﬂweDﬂwn

5. Click on the Advanced tab.

6. Verify that the Other Info tab is selected, while viewing the Advanced tab and
select allow-mgmt from the Management Profile drop-down menu. Click OK to
save changes and to close the Ethernet Interface window.

Ethemet Interface ®

Interface Name  sthernetl/2
Comment
Interface Type | Layer3

Netflow Profile | Mone

Lo e e [

Link Settings

Link Speed  autc Link Duplex autc Link State  auto hd

(g LiGe ARP Entries | ND Entries | NDP Proxy | LLDP

Management Profile | aliow-mgmt ~|

MTU |[576

[ Adjust TCP MSS

D Untagged Subinterface

= =N
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7. Click on the Ethernetl1/1 interface from the list of available interfaces.

Lab 2: Basic Interface Configuration

Interface Interface Type Pr;ﬂnw sut:he IP Address
Il.T..l ethernetl/l none
&) ethernetl/? Layerd allow-migmit 152.168.10.1/24
== ethernetl/3 reone
(==a) ethernetl/d reane
[l

— b 1 Mir=

8. Inthe Ethernet Interface window, use the table below to configure Ethernet1/1.

Field Data/Selection
Interface Type Layer3
Config Tab
Security Zone Untrust-L3

Ethernet Interface ®

Interface Name | ethernetl/1

Coemment
Interface Typel Layer3 b I
Netflow Profile | Mone b

Config [ﬁ [ﬁ [m

Assign Interface To

Virtual Router | Nons hd

Security Zone IUmrust-LS - I

e =

9. Click on the IPv4 tab and select the radio button for DHCP Client.
10. Click on the Advanced tab, followed by clicking the Other Info tab, and select
allow-ping from the drop-down menu for Management Profile.
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Ethemet Interface Q)

Interface Name | ethernet1/1
Comment
Interface Type Layerd hd

Netflow Profile | None hd

cunﬁg Iﬁlﬁ Advanced

Link Settings

Link Speed  auto Link Duplex auto Link State | auto i

(<0410 ARP Entries | MD Entries | NDP Proxy | LLDP

Management Profile Iallml\f-ping vI

MTU | [57¢
[] Adijust TCP M55

[ ] Untagged Subinterface

Lo o]

11. Click OK to save changes and to close the Ethernet Interface window.
12. Leave the Palo Alto WebUI open for the next task.
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Lab 2: Basic Interface Configuration

4 Create a Virtual Router

1. Using the WebUI, navigate to Network > Virtual Routers followed by clicking on
the student-vr router from the list.

paloalto

METWORKS Dashboard Monitor Policies Objects

=53] Interfaces "5|
aIme
g Zones N Interfaces Configuration RIP OSPF
WVLANS
Ba Virtual Wires [ defaut Eil:tl:esntatusz
¥ Virtual Routers |:| El ECMP stafus:
(&2 |IPSec Tunnels Disabled
—I?- nucD

2. Inthe Virtual Router — student-vr window, use the information from the table
below for configuration of the virtual router.

Field Data/Selection
Name Enter student-VR
Interfaces

Click Add then select Ethernet1/1
Click Add again and select
Ethernetl/2

Virtual Router - student-vr

Router Settings

Name] Student-VR

Interfaces a

Administrative Distances

'Ml Static | 10
[ ethernet1/2 Static IPv6 | 10
OSPF Int |30

OSPF Ext | 110

OSPFV3 Int 30

O5PFva Ext | 110
IBGP | 200
EBGP 20

RIP

3. Click OK to save changes and to close the Virtual Router Configuration window.
4. Leave the Palo Alto WebUI open for the next task.
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Lab 2: Basic Interface Configuration

5 Configure DHCP

1. Using the WebUI, navigate to Network > DHCP > DHCP Server.

paloalto

Dashboard Monitor Policies Network

&4 |nterfaces DHCP Server DHCP Relay
[ Zones
% VLANS 4|

B Virtual Wires
r@i’‘a.firtualﬁc:u'ters D‘ LEEEE | 4EE2 FEELE |
3 IPSec Tunnels
- DHCP

T DMS Proxy
-

2. Click on Add, located near the bottom of the window, to define a new DHCP
server.

(#) Add |(=] Delete

3. Inthe DHCP Server window, use the information in the table below to configure
the DHCP server.

Field Data/Selection
Interface ethernetl1/2
Mode enabled
Ping IP when allocating new IP Check
Lease

Select Timeout
2 Days 0 Hours 0 Minutes

IP Pools

Click Add then enter 192.168.10.50-
192.168.10.60
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Lab 2: Basic Interface Configuration

Interface

AINDG

ethernet1/2

nabled

-

-

Mode | &
=
Ping IP when allocating new [P

Lease () Unlimited Timenut

Hours | 0

Minutes

E| IP Pools &

S—
| 192.168.10.50-192.168.10.60

Reserved Address

4. Click the Options tab.

5. Use the following information in the table below to fill the form fields.

Field Data/Selection
Gateway 192.168.10.1
Subnet Mask 255.255.255.0
Primary DNS 8.8.8.8
Secondary DNS 8.8.4.4
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Interface | ethernst1/2 hd
Meode | enabled hd
iﬁ Options
Inheritance Source Mone - Custom DHCP options
, Check inheritance source status D| Name | Code | Type | Value |
Gateway J| 192.168.10.1
Subnet Mask § 255.255.255.0
Primary DNS | 8.8.8.8 b
Secondary DNS | (] -
—
Primary WINS  MNone hd
Secondary WINS | None v
Primary NIS | None v
Secondary NIS | None v
Primary NTP  None v
Secondary NTP | None v
POP3 Server Mone hd
SMTP Server Mone hd Md E]Delete E]MuveUp MweDown
DNS Suffix  None b4

o o]

6. Click OK to submit the form.
7. Click the Commit link towards the top-right of the WebUI.

& B save 'Q Search

8. In the Commit window, click the Commit button.

Commit

Doing a commit will overwrite the running configuration. Do you want to
continue?

Advanced

Preview Changes
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9. Wait until the commit process successfully completes, then click Close.

Lab 2: Basic Interface Configuration

Commit

Operation Commit
Result QK

Details Configuration committed successfully

10. Navigate to Network > Interfaces > Ethernet.

paloalto

NETWORKS Dashboard Manitor Policies Objects

=sd] |nterfaces JEiherne’l VLAN Loopback Tunnel
HY Zones
o5 VLANS By

By Virtisl Whires

11. Identify ethernet1/1, click on Dynamic-DHCP Client from its respective row
under the IP Address column.

J Ethernet VLAN Loopback | Tunnel

4|
Management Link
Interface Interface Type Profil 5 IP Address
@@ ethernet/1 [+] Layer3 allow-ping Dynamic-DHCP Client
&= ethernet1/? Layer3 allow-mgmt 192.168.10.1/24
===l ethernetl/3 none
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12. Verify that the interface has received an IP address from the ISP. Click Close to
continue.

Lab 2: Basic Interface Configuration

Dynamic IP Interface Status

Interface ethernetl/1
State Bound
Remaining Lease Time 45 days 12:06:37
IIPA::ress 10.20.20.4 I
Gateway 10.20.20.254
Primary DN B.B.B.8
Secondary DNS BB4.4
Primary WINS 0.0.0.0
Secondary WINS 0.0.0.0
Primary NIS 0.0.0.0
Secondary NIS 0.0.0.0
POP3 Server 0.0.0.0
SMTP Server 0.0.0.0
DMS Suffix

DHCF Options Code Type Values
ip 255.255.255.0
ip 10.20.20.254

Note that the IP address assigned by DHCP may slightly differ in the fourth octet
of the IPV4 address when compared to the screen capture above.

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com Page 23



Lab 2: Basic Interface Configuration

6 Test the DHCP Server

AINDG

1. Inthe status bar on Desktop 1, right-click on the network icon in the lower-right
corner and select Edit Connections.

v Enable Networking

2. Inthe Network Connections window, select ethO and click the Edit button.

Name

v Ethernet

Network Connections

LastUsed ~

+ Add

Prdit...

Poelete...

X Close

3. Click on the IPv4 Settings tab.
4. Change the Method to Automatic (DHCP).

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com
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5. Remove the IP addresses in the Additional DNS servers field. Click Save.

= Editing etho - o x

Connectionname: | etho |

General Ethernet 802.1xSecurity @ IPv4 Settings | IPv6 Settings

Method: | Automatic (DHCP) v

Addresses
Address Netmask Gateway + Add
il Delete

Additional DNS servers: | |

Additional search domains: | |

DHCP client ID: | |
[ Require IPv4 addressing for this connection to complete

Routes...

X cancel || #save...

6. Inthe Network Connections window, click Close to continue.

7. Right-click on the same Network icon in the right corner and select Enable

Networking to turn networking off.

v Enable Networking

i ConnectionInformation
B Edit Connections...

Enable Networking

i Connection Information
I B Edit Connections...

9. Click on the LX Terminal icon to open a new terminal window.

Kol s 7 O .

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com

Page 25



AINDG

10. Using the terminal window, type the command below to verify that a DHCP IP

Lab 2: Basic Interface Configuration

address has been successfully obtained.
ifconfig

sysadmin@lubuntu:~% ifconfig
Lok ¢ n-Ftherne ddr 08:50:56:9a:a8:29

Bcast:192.168.10.255 Mask:255.255.255.8@

T : fe9a:a829/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:15008 Metric:1

RX packets:5753 errors:@ dropped:1@ overruns:® frame:@
TX packets:8978 errors:0 dropped:@ overruns:8 carrier:8

collisions:@ txqueuelen:1868
RX bytes:5989603 (5.9 MB) TX bytes:1899661 (1.8 MB)

Link encap:Local Loopback

inet addr:127.0.8.1 Mask:255.8.08.0
inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:2950 errors:® dropped:® overruns:0 frame:8
TX packets:2950 errors:0 dropped:@ overruns:® carrier:@

collisions:0® txqueuelen:@

RX bytes:204662 (204.6 KB) TX bytes:204662 (204.6 KB)

Note that the IP address assigned by DHCP may slightly differ in the fourth octet

of the IPV4 address when compared to the screen capture above.

11. Verify that there is connectivity between the Desktop 1 VM and the Palo Alto

firewall by entering the command below.
ping -c4 192.168.10.1

sysadmin@lubuntu:~$% ping -c4 192.168.108.1

PING 192.168.10.1 (192.168.18.1) 56(84) bytes of data.

64 bytes from 192.168.16.1: icmp seg=1 ttl=64 time=10.7 ms

64 bytes from 192.168.10.1: icmp seg=2 ttl=64 time=0.433 ms
from 192.168.10.1: icmp seg=3 ttl=64 time=0.419 ms

from 192.168.160.1: icmp:seq=4 tt1=64 time=0.488 ms

--- 192.168.18.1 ping statistics ---
4 packets transmitted, 4 received, ; packet loss, time 2999ms
rtt min/ava/max/mdev = 0.408/3.000/10.743/4.470 ms

12. After the successful ping attempt, close the terminal window.
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13. Change focus back to the WebUI and navigate to Network > DHCP > DHCP
Server.

paloalto

METWORKS Dashboard Manitor Policies Objects

Lab 2: Basic Interface Configuration

33 Interfaces DHCP Server
) Zones
49 VLANS 0|
B Virtual Wires
@ Virtual Routers I:|| R ‘ ats HiiEE
a2 IPSec Tunnels [ ethernetls2 enabled
DHCP
LTy —

14. Click on the View Allocation link, underneath the /P Pools column, for the

ethernet1/2 entry.
DHCP Server | DHCP Relay
4
|:|| Interface | Mode Probe IP Options. IP Pools
[E] ethernetusz enabled Lease: 2 days, 0 hours, 0 View Allocation
minutes I

DNS: 88888844 192.168.10.50-192.168.10.60
Gateway: 192.168.10.1

15. In the IP Pools Allocated window, notice the leased IP address allocated to the
Desktop 1 VM. Click Close.

IP Pools Allocated ®

IP Address MAC w7 | State Duration Lease Time

192.168.10.50 00:50:56:9a:a8:29 committed 172800 Tue Jan 15 14:19:26 2016 I

KR |Pq;su||| | Displaying 1- 1/1 1 IPs allocated out of 11 available. 9.09% used

Close

16. Close the Desktop 1 PC viewer.

4/19/2016 Copyright © 2016 Network Development Group, Inc. www.netdevgroup.com Page 27



